Software

Engineering
Competency
Model

< IEEE

[EEE@)computer society






Software Engineering
Competency Model

Version 1.0

SWECOM

A Project of the IEEE Computer Society

< IEEE IEEE@)computer society



Copyright and Reprint Permissions. Educational or personal use of this material is per-
mitted without fee provided such copies 1) are not made for profit or in lieu of purchasing
copies for classes, and that this notice and a full citation to the original work appear on the
first page of the copy and 2) do not imply IEEE endorsement of any third-party products
or services. Permission to reprint/republish this material for commercial, advertising or
promotional purposes or for creating new collective works for resale or redistribution must
be obtained from IEEE by writing to the IEEE Intellectual Property Rights Office, 445 Hoes
Lane, Piscataway, NJ 08854-4141 or pubs-permissions@ieee.org.

Reference to any specific commercial products, process, or service does not imply endorse-
ment by IEEE. The views and opinions expressed in this work do not necessarily reflect
those of IEEE.

IEEE makes this document available on an “as is” basis and makes no warranty, express
or implied, as to the accuracy, capability, efficiency merchantability, or functioning of this
document. In no event will IEEE be liable for any general, consequential, indirect, inci-
dental, exemplary, or special damages, even if IEEE has been advised of the possibility of
such damages.

Copyright © 2014 IEEE. All rights reserved.
Paperback ISBN-10: 0-7695-5373-7
Paperback ISBN-13: 978-0-7695-5373-3

IEEE Computer Society Staff for This Publication

Angela Burgess, Executive Director

Anne Marie Kelly, Associate Executive Director, Director of Governance

Evan M. Butterfield, Director of Products and Services

John Keppler, Senior Manager, Professional Education

Dorian McClenahan, Education Program Product Developer

Kate Guillemette, Product Development Editor

Michelle Phon, Professional Education and Certification Program Coordinator

IEEE Computer Society Products and Services. The world-renowned IEEE Computer
Society publishes, promotes, and distributes a wide variety of authoritative computer sci-
ence and engineering journals, magazines, conference proceedings, and professional edu-
cation products. Visit the Computer Society at www.computer.org for more information.


http://www.computer.org

TABLE OF CONTENTS

Abstract

=

8.

9

. Introduction

. SWECOM and the US IT Competency Model
. The Elements of SWECOM

. SWECOM Technical Skills

. SWECOM Competency Levels

. Employer and Individual Gap Analysis

. SWECOM Validation

Acknowledgements

. References

10. Glossary of Terms

1

1. Software Requirements Skill Area

12. Software Design Skill Area

12

16

16

18

18

23

25

31



iv

13

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

SWECOM

. Software Construction Skill Area

Software Testing Skill Area

Software Sustainment Skill Area

Software Process and Life Cycle Skill Area
Software Systems Engineering Skill Area
Software Quality Skill Area

Software Security Skill Area

Software Safety Skill Area

Software Configuration Management Skill Area
Software Measurement Skill Area
Human-Computer Interaction Skill Area
Appendix A: Contributors

Appendix B: SWECOM Intended Audiences
Appendix C: SWECOM Use Cases

Appendix D: Gap Analysis Worksheets

41

49

57

67

73

89

101

107

115

123

129

141

145

147

153



ABSTRACT

This software engineering competency model (SWECOM) describes
competencies for software engineers who participate in developing
and modifying software-intensive systems. Skill areas, skills within
skill areas, and work activities for each skill are specified. Activities
are specified at five levels of increasing competency. Case studies of
how the SWECOM model can be used by a manager, an employee,
a new hire, or a curriculum designer are provided. The SWECOM-
Staffing Gap Analysis and Individual Gap Analysis worksheets are
included in an appendix.






1. INTRODUCTION

A competent person has the skills needed to perform, at a given level
of competency, the work activities assigned to him or her. Knowl-
edge, in this competency model, is different from skill: knowledge is
what one knows, while skill is what one can do. This document pres-
ents a competency model for use by those who develop software,
their managers, human-resource personnel, curriculum designers,
and others listed in Appendix B of this document. An individual who
develops or maintains software might use this competency model
to assess his or her current competency levels for various software
engineering activities or to develop a plan for improving his or her
competencies (such as requirements elicitation, design synthesis,
software construction, test planning). A manager (project, func-
tional, or line) might use this competency model to inventory staff
skills and identify areas for needed additions and improvements.
Additionally, a manager might use this model to counsel individual
employees, or HR personnel might use the model to identify needed
training and recruitment activities. Each activity in this competency
model is described at five levels of competency.

Skill areas in this competency model include skills that are decom-
posed into activities, rather than job roles, because job roles are
typically dependent on the organizational environment in which the
work activities occur. The activities in this model can be grouped
into job roles by organizations, organizational units, or projects to
satisfy their needs.

This competency model is termed the Software Engineering Com-
petency Model (SWECOM). It has been validated by invited subject
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matter and interested public reviewers. Subsequent revisions have
been made in response to those reviews. SWECOM contributors are
listed in Appendix A.

Appendix B lists the intended audience for SWECOM. Appendix C
includes use cases to indicate how managers, employees, and new
hires might find SWECOM useful. Appendix D includes gap analysis
worksheets for use by individual practitioners and those who do
staffing for projects and organizational units. A Glossary of Terms
provides definitions of terms whose meanings, as used in SWECOM,
may differ from conventional meanings.

SWECOM includes skill areas, skills, and activities for individuals
who develop and maintain software (that is, software engineers and
others). SWECOM is based on the following primary references:

e SWEBOK Guide Version 3 (Guide to the Software Engineering
Body of Knowledge),

e ISO/IEEE Standard 12207 (software engineering processes),

e Elements of ISO/IEEE Standard 15288 (systems engineering
processes) applicable to the development of software-inten-
sive systems,

e Relevant material in SEBoK (Systems Engineering Body of
Knowledge) and GRCSE (Graduate Reference Curriculum for
Systems Engineering),

e The Software Assurance Competency Model,

e GswE2009 (graduate software engineering curriculum guide-
lines), and

e SE2004 (undergraduate software engineering curriculum
guidelines).

The references section of this document provides citations for
these foundational documents.

This competency model adds to the growing body of knowledge
that characterizes the software engineering profession and soft-
ware engineering professionals. It is based on, and supplements,
the information found in the primary references and in the extensive
list of references found in that section. SWECOM is presented as a
framework that can be tailored to fit the needs of organizations,
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programs, and projects. It is not a prescriptive model of the software
engineering profession or a characterization of a software engineer-
ing professional. Various organizations, agencies, and other institu-
tions may choose to adopt and enforce particular elements of the
model to fit their needs and extend SWECOM in various ways.

SWECOM covers technical skills but does not include project man-
agement or general management skills other than to identify the
behavioral attributes and skills of effective software developers and
the leadership skills needed for software project technical leaders
of various skill areas. The PMBOK® Guide—Fifth Edition [PMBOK
2013], the Software Extension to the PMBOK® Guide—Fifth Edi-
tion [SWX 2013], and many other references address project man-
agement and general management. Also, SWECOM does not rec-
ommend specific software tools or development methods (such as
waterfall, Scrum, XP).

2. SWECOM AND THE US IT
COMPETENCY MODEL

SWECOM includes elements similar to those in the US Department
of Labor Information Technology (US IT) Competency Model, which
was developed to identify the knowledge, skills, and abilities needed
for workers to perform successfully in the field of information tech-
nology [INFOCOMP 2012].!

Table 1 indicates the correspondences between the US IT Compe-
tency Model and the analogous elements of SWECOM.

1 “Information technology” is broadly interpreted in the US IT competency model.
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Table 1. Correspondences between the US IT Competency
Model and SWECOM

US IT Competency Model SWECOM
Personal Effectiveness Behavioral Attributes and Skills

Requisite Knowledge for SWECOM
Technical Skills

Workplace Competencies Cognitive Skills

Academic Competencies

Industry-Wide Technical

. SWECOM Technical Skills
Competencies

Possible extensions to SWECOM for
software applications, embedded

Industry-Sector Technical software, and domain-specific
Competencies competencies (for example, health
sciences, communication, automotive
domains)
Skills related to scheduling,
Management Competencies budgeting, and resource management
are excluded from SWECOM
Occupation-Specific Requirements Excluded from SWECOM

As indicated in Table 1, knowledge, behavioral attributes and skills,
and cognitive skills in SWECOM are the counterparts of personal
effectiveness, academic competencies, and workplace competen-
cies in the US IT Competency Model. Technical skills are the primary
focus of SWECOM and are the counterpart of industry-wide techni-
cal competencies. The other elements of SWECOM are included to
support the technical competencies. Industry-sector competencies
for various sectors of the software engineering industry represent
extensions that could be added to SWECOM. Management compe-
tencies other than leadership skills related to leading technical con-
tributors are not included because management includes a distinct,
though related, set of competencies that are covered in the PMI
Guide to the Project Management Body of Knowledge (PMBOK®
Guide) [PMBOK 2013], the Software Extension to the PMBOK®
Guide [SWX 2013], and other similar documents. Occupation-spe-
cific requirements include factors such as certifications and licens-
ing requirements needed to pursue specific occupations; they are
not included in SWECOM.
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3. THE ELEMENTS OF SWECOM

The elements of SWECOM are illustrated in Figure 1. Cognitive skills
and behavioral attributes and skills are described below. These
foundations are not unique to SWECOM but were developed for
SWECOM as necessary for the effective performance of software
engineering technical activities. Requisite knowledge is the intellec-
tual basis for the software engineering profession. The references
listed above, those cited in the references section, and those in
the consolidated reference list in the SWEBOK Guide (www.swebok.
org, Appendix C) characterize requisite knowledge.

Behavioral
Attributes
and Skills

Cognitive
Skills

Requisite Related
Knowledge Disciplines

Figure 1. The Elements of SWECOM

Related disciplines include but are not limited to:

Computer Engineering,
Computer Science,
General Management,
Mathematics,

Project Management,
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e Quality Management, and
e Systems Engineering.

There are many related disciplines; these listed are closely related
disciplines, as cited in [SWEBOK 2014].

Cognitive skills apply across all the skill areas, skills, and activi-
ties of SWECOM. They are exhibited in the ability to apply knowledge
and reasoning while performing SWECOM activities within technical
skill areas. Competency levels for cognitive skills are not included
in SWECOM, but cognitive skills become increasingly important at
higher levels of technical competency because the scope and com-
plexity of work activities increases and expands as the levels of
competency and related job assignments increase. Some examples
of cognitive skills are listed and briefly described in Table 2.

As shown in Table 2, the SWECOM cognitive skills include four
classifications. It should be emphasized that these classifications
are not independent: the skills listed across classifications overlap
and combine to support effective cognitive competencies. Further-
more, the list in Table 2 is intended to be illustrative—not exhaus-
tive—of cognitive skills for software engineers. Citations that pro-
vide the basis for and details of these cognitive skills are listed in
the references section of this document.

Table 2. SWECOM Cognitive Skills
Cognitive Skills Examples

Inductive Reasoning

Deductive Reasoning

Heuristic Reasoning

Use of Abstraction

Hierarchical and Associative
Reasoning

Reasoning provides the basis for
making decisions in a logical and
effective manner.

Analytical skills are related

to techniques that involve data
collection, organization and
aggregation of data, and analysis
and evaluation in order to draw
conclusions or make decisions.

Application of Measurement Principles
Statistical/Data Analysis

Root Cause Analysis

Risk Identification and Analysis
Impact Analysis
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Table 2. SWECOM Cognitive Skills

Cognitive Skills

Examples

Problem solving is concerned
with various methods that employ
reasoning, analytic techniques, and
prioritizing information to solve
problems.

Divide and Conquer

Stepwise Refinement

Top-down Approach

Bottom-up Approach

Analogy and Reuse

Patterns and Pattern Recognition
Iterative and Incremental Approaches

Innovation involves skills used to
create models and abstractions that
support analysis and problem solving.

Brainstorming
Prototype Development
Modeling and Simulation

Behavioral attributes and skills are exhibited in the ability

to productively apply knowledge, cognitive skills, and technical
skills; they are not unique to software engineering but allow soft-
ware engineers to effectively contribute to desired outcomes. Some
important behavioral attributes and skills for software engineers
are listed in Table 3; other behavioral attributes and skills could be

added.

Table 3. SWECOM Behavioral Attributes and Skills

Exhibited by the ability to effectively perform a software
engineering task. Aptitude is not the same as knowledge

Aptitude or skill but rather indicates the ability (either intuitive or
learned) to apply knowledge in a skillful way.
Initiative Exhibited by enthusiastically starting and following

through on a software engineering work task.

Enthusiasm

Exhibited by expressing and communicating interest in
performing a work task.

Work ethic

Exhibited by being reliable, acquiring new skills, and
being willing to perform work tasks.

Willingness

Exhibited by undertaking a task when asked and capably
performing it, even if it is a task the individual is not
enthusiastic about performing.

Trustworthiness

Demonstrated over time by exhibiting ethical behavior,
honesty, integrity, and dependability in an individual’s
decisions and actions.
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Table 3. SWECOM Behavioral Attributes and Skills

Exhibited by an awareness of and accommodation for
differences in communication styles, social interactions,
dress codes, and overall behavior based on ethnic,
religious, gender orientation, and other behavioral
characteristics.

Cultural
sensitivity

Exhibited by expressing concepts, techniques, thoughts,
and ideas in both oral and written forms in a clear and

Communication : o ) .
concise manner while interacting with team members,

skills managers, project stakeholders, and others; includes
effective listening.

Tearp s Exhibited by working enthusiastically and willingly with

participation h b hil lab , hared K

skills other team members while collaborating on shared tasks.
Exhibited by effectively communicating a vision, strategy,

Technical method, or technique that is then accepted and shared

leadership skills | by team members, managers, project stakeholders, and
others.

Behavioral attributes and skills apply to all elements and at all
levels of technical skill areas, skills, and activities. Behavioral attri-
butes and skills and cognitive skills are not specified by compe-
tency level; however, increasing competency in cognitive skills and
behavioral attributes and skills becomes more important as the lev-
els of technical competencies, the scope of responsibilities, and the
breadth of interactions increase.

4. SWECOM TECHNICAL SKILLS

Technical skills and associated activities are the primary focus of
SWECOM; they are grouped as life cycle skill areas and crosscutting
skill areas. A life cycle skill area is one that includes skills needed
to accomplish various work activities within a phase of software
development or sustainment—for example, software requirements
engineering. Life cycle skill areas are categorized by typical phases
of software development and modification. In practice, software
phases are often intermixed, interleaved, and iterated in vari-
ous ways; however, no implication of development processes (for
example, predictive versus adaptive) is intended.
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A crosscutting skill area is one that applies across all life cycle
skill areas (for example, quality assurance) and, in some cases, a
crosscutting skill may apply to other crosscutting skill areas (for
example, a software process model). Crosscutting skill areas are
sometimes called “specialty disciplines” that are practiced by spe-
cialists in those skill areas (such as safety, security, systems engi-
neering). Software engineers who are competent in one or more life
cycle skill areas typically have some working knowledge of cross-
cutting skill areas.

The five life cycle skill areas and eight crosscutting skill areas of
SWECOM are listed in Tables 4 and 5, respectively. The references
cited in the tables are in the references section of this document;
they provide the knowledge foundations for each skill area.

Table 4. Software Engineering Life Cycle Skill Areas and
Skills

Life Cycle Skill Areas Skills
Software Requirements Skills | Software Requirements Elicitation
References: Software Requirements Analysis
[ACM 2004] Software Requirements Specification
[Laplante 2009] Software Requirements Verification and
[Robertson 2012] Validation
[SWEBOK 2014] Software Requirements Process and
[Wiegers 2013] Product Management

Software Design Skills
References:

[IEEE 1016-2009]

[IEEE 12207-2008]

[IEEE 15528-2008]

Software Design Fundamentals
Software Design Strategies and Methods
Software Architectural Design

Software Design Quality Analysis and

[SWEBOK 2014] Evaluation

Software Construction Skills

References: Software Construction Planning
[ACM 2004] Managing Software Construction
[Fowler 1999] Detailed Design and Coding
[Hunt 1999] Debugging and Testing
[McConnell 2004] Integrating and Collaborating

[SWEBOK 2014]
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Table 4. Software Engineering Life Cycle Skill Areas and

Skills

Life Cycle Skill Areas

Skills

Software Testing Skills
References:

[IEEE 730-2002]

[IEEE 829-2008]

[IEEE 1012-2012]

[Myers 2011]

[SWEBOK 2014]

Software Test Planning

Software Testing Infrastructure

Software Testing Techniques

Software Testing Measurement and
Defect Tracking

Software Sustainment Skills
References:

[IEEE 12207-2008]
[ISO/IEC/IEEE 24765:2010]
[IEEE 828-2012]

[Lapham 2006]

[SWEBOK 2014]

Software Transition
Software Support
Software Maintenance

Table 5. Software Engineering Crosscutting Skill Areas

Crosscutting Skill Areas

Skills

Software Process and Life
Cycle Skills

References:

[IEEE 12207-2008]

[IEEE 15528-2008]
[SWEBOK 2014]

Software Development Life Cycle
Implementation

Process Definition and Tailoring

Process Implementation and
Management

Process Assessment and Improvement

Software Systems Engineering
Skills

References:

[IEEE 12207-2008]

[IEEE 15528-2008]

[SEBoK 2013]

[SWEBOK 2014]

System Development Life Cycle Modeling
Concept Definition

System Requirements Engineering
System Design

Requirements Allocation

Component Engineering

System Integration and Verification
System Validation and Deployment
System Sustainment Planning

Software Quality Skills
References:

[IEEE 730-2002]

[IEEE 829-2008]

[IEEE 1012-2012]

[IEEE 12207-2008]

[IEEE 15528-2008]
[SWEBOK 2014]

Software Quality Management (SQM)

Reviews (review, walkthrough,
inspection)

Audits (concentrate on both product
and process, but are done by an
independent internal or external
organization)

Statistical Control
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Table 5. Software Engineering Crosscutting Skill Areas

Crosscutting Skill Areas

Skills

Software Security Skills
References:

[Allen 2008]

[BITS 2012]

[Hilburn 2013]

[Merkow 2010]

[Seacord 2005]

Requirements
Design
Construction
Testing
Process

Quality

Software Safety Skills
References:

Requirements

[Babich 1986]
[IEEE 828-2012]
[SWEBOK 2014]

[Hilburn 2013] g(?rswlsgt:uction
[IEEE 12207-2008] Testin
[Leveson 1995] Procesgs
[Stephans 2004] Qualit
[Vincoli 2006] Y
Software Configuration

Management Skills

References: Plan SCM
[Aiello 2010] Conduct SCM

Manage Software Releases

Software Measurement Skills
References:

[IEEE 12207-2008]

[IEEE 15528-2008]

[IEEE 15939-2008]

[SWEBOK 2014]

Plan Measurement Process
Perform Measurement Process

Human-Computer Interaction
Skills

References:

[ISO 9241-210:2010]

[Rogers 2011]

[SWEBOK 2014]

Requirements

Interaction Style Design

Visual Design

Usability Testing and Evaluation
Accessibility

The activities for each skill in Tables 4 and 5 are listed in each skill
area’s Tables A and B; see below. Table A lists the activities for each
skill and Table B lists activities by competency level. SWECOM does
not address competency in using tools or adherence to prescribed
standards to accomplish activities because these will be specific to

organizations and projects.



12 SWECOM

5. SWECOM COMPETENCY LEVELS

SWECOM is organized by skill area (for example, software require-
ments), skills within skill areas (for example, software require-
ments elicitation), and activities within skills (for example, proto-
typing to elicit requirements). Activities are specified at five levels
of competency:

e Technician

Entry Level Practitioner
Practitioner

Technical Leader

Senior Software Engineer

In general, a Technician follows instructions, an Entry Level Prac-
titioner assists in performance of an activity or performs an activity
with supervision; a Practitioner performs activities with little or no
supervision; a Technical Leader leads individuals and teams in the
performance of activities; and a Senior Software Engineer modifies
existing methods and tools and creates new ones. Some organiza-
tions may choose to merge the Technician and Entry Level Prac-
titioner levels. A Senior Software Engineer may serve as a “chief
engineer” for a software organization and some Senior Software
Engineers may be recognized as industry experts who contribute to
shaping and advancing the profession of software engineering.

In addition to the activities specified at the various competency
levels, an additional competency of all software engineers is to
instruct and mentor others, as appropriate, in the methods, tools,
and techniques used to accomplish those activities. For example,
a Technician or Entry Level Practitioner might instruct or mentor
others on the use of configuration management tools as needed to
perform their activities, or a Team Leader might instruct or mentor
a Practitioner on how to lead inspections and reviews.

The following notations are also used in SWECOM:

e Follows (F),
e Assists (A),
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e Participates (P),
e Leads (L), and
e Creates (C).

For the requirements prototyping activity cited above, a Tech-
nician would be competent to use software tools while following
instructions (F) to create prototypes. An Entry Level Practitioner
would be competent to assist in creating prototypes and to develop
prototypes under supervision (A); a Practitioner would create pro-
totypes and interact with customers and users in evaluating the
prototypes (P); a Technical Leader would supervise and lead proto-
typing activities (L); and a Senior Software Engineer would create
new approaches to prototyping (C).

There may be situations where an Entry Level Practitioner might be
competent, for example, to lead a prototyping activity, or a Technical
Leader might be competent to create a new approach to prototyping,
so notations are used in SWECOM to distinguish specific competen-
cies from the named competency levels when it is appropriate.

A Practitioner, for example, might be competent to either par-
ticipate in an activity (P) or lead the activity (L), depending on the
scope and complexity of the work to be accomplished. In this case,
the activity is labeled (P/L) at the Practitioner level. Similarly, an
Entry Level Practitioner might be competent to assist or fully par-
ticipate in an activity, which would be labeled (A/P).

SWECOM does not prescribe the knowledge level or years of
experience associated with these competency levels; however, the
following general guidelines are typical:

An individual who is competent at the Technician level to perform
the activities in one or more skills or skill areas might have some
advanced education (for example, a two-year US associate’s degree
or equivalent), one or more industrial certifications, and any num-
ber of years of experience.

An individual who is competent as an Entry Level Practitioner to
perform the activities in one or more skills or skill areas would prob-
ably have requisite knowledge equivalent? to that provided by an

2 Knowledge equivalence might be gained by a combination of education, mentoring,
training, and on-the-job experience.
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ABET-accredited software engineering degree program or equiva-
lent and zero to four or five years of relevant experience.3

An individual who is competent at the Practitioner level to per-
form the activities in one or more skills or skill areas would probably
have knowledge equivalent to or greater than that of an Entry Level
Practitioner, might have a master’s degree in software engineer-
ing or a related discipline, and would probably have more than five
years of experience in the relevant skill areas.

An individual who is competent as a Technical Leader for one or
more SWECOM activities, skills, or skill areas would likely have rel-
evant knowledge and experience equal to or greater than that of a
Practitioner plus the behavioral attributes and skills needed to be an
effective technical leader.

A Senior Software Engineer is an individual who is competent
to develop policies, procedures, and guidelines for the technical
processes and work products within an organizational unit that is
engaged in software engineering.

These characterizations of education and experience are exam-
ples and not to be interpreted as prescriptive requirements.

Some activities may not have corresponding lower level activities.
For example, conducting an impact analysis to determine the effect
of modifying or adding requirements for product security or perfor-
mance might be a Practitioner skill and not an activity that a person
at a lower level of competency would be competent to perform.

An individual may be at different levels of competency for differ-
ent skill areas, skills within skill areas, and activities within skills,
depending on his or her educational background, work experiences,
and aptitude. The SWECOM activities, skills, and skill areas are pre-
sented as a framework that can be tailored to fit the needs of indi-
vidual organizations, programs, and projects. Some organizations
may choose to use SWECOM in a prescriptive manner by requiring
software engineers who are competent in a skill area at a given
competency level to be competent in all of the skills and activities
in that skill area at that level and at all lower levels. Other orga-
nizations, programs, and projects may use SWECOM to pick and

3 Relevant experience is the experience needed to acquire ability, at a given level of
competency, for a SWECOM skill area, skill, or activity.
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choose skill areas, skills, and activities needed for particular mis-
sions, programs, or projects without regard to other competencies
and competency levels.

An example of activities competency levels from the require-
ments management skill within the software requirements skill area
illustrates the approach taken in subsequent sections of this com-
petency model; see Table 6. In general, these notations correspond
to the five levels of competency. In some cases, an individual at a
lower level of skill competency may be competent to perform some
activities—but not all—at a higher level. For example, an Entry Level
Practitioner may be competent to perform traceability analysis (P),
or a Practitioner may be competent to lead certain activities (L).

Table 6. Competency Levels for Software Requirements
Management Work Activities

Skill Area: Software Requirements

Skill: Requirements Management

Senior
Competency Entry Level Team Software
Levels Technician | Practitioner | Practitioner Leader Engineer
1. Modifies
. existing
1. Follows :e A;siilas_ts 1. Imple- 1. Prepares | @nd cre-
defined q ments - FTep ates new
ments - require- o
procedures require- guidelines,
manage- ments
N to support ments templates,
Activities . ment manage-
require- manage- tools, and
through ment plans .
ments ment plans . techniques
the use of . for projects .
manage- appropriate for projects (L) for require-
ment (F) tools (A) (P/L) ments
manage-
ment (C)

Note that in some cases (such as for the Practitioner level in Table
6) an individual may be competent to either participate in or lead
a work activity such as implementing a requirements management
plan. Whether that individual is competent to participate or lead
may depend on the size, scope, and complexity of the project and
product; in such cases, the notation is (P/L).
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6. EMPLOYER AND INDIVIDUAL GAP
ANALYSIS

Appendix D includes two worksheets similar to those in the US IT
Competency Model [INFOCOMP 2012]. The first spreadsheet (SWE-
COM staffing Gap Analysis Worksheet) is for use by managers,
human resources personnel, and others who analyze available and
needed skills within an organizational unit.

The second spreadsheet (SWECOM Individual Gap Analysis) is for
use by an individual who desires to assess his or her levels of com-
petency for different skills and activities at different competency
levels. An individual can use the spreadsheet for self-assessment
or an individual and manager can use it as a basis for developing
a plan of improvement for the individual; the improvement plan
might include future work assignments, mentoring, and/or addi-
tional education and training.

7. SWECOM VALIDATION

SWECOM has been validated by 22 subject matter reviewers and 40
public reviewers.

Many narrative review comments were received from both sub-
ject matter reviewers (SMEs) and public reviewers. The SWECOM
author team adjudicated all comments and informed reviewers of
their decisions.

Members of the SWECOM team interviewed six software engi-
neering professionals. The purpose of the interviews was to deter-
mine the value of a software engineering competency model and the
relevancy and usefulness of various SWECOM elements (for exam-
ple, cognitive attributes, behavioral attributes and skills, skill areas,
competency levels, and so forth). These interviews also allowed
the SWECOM developers to conduct a “sanity check” on SWECOM
before releasing a draft for external review.
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The interview results can be summarized as follows:

e All those interviewed had degrees in computing-related disci-
plines and 12 to 29 years of experience in the software indus-
try, and were serving in mid- to high-level positions in their
organizations (for example, system architect, quality assur-
ance director, software development manager, technical sup-
port manager, software development director).

e There was unanimous agreement that SWECOM will provide
valuable support for recruiting, evaluating, developing, and
advancing software engineering professionals.

e Most interviewees voiced the opinion that nontechnical com-
petencies were essential to the success of a software engi-
neering professional: good people skills, flexibility, and the
ability to communicate, work in teams, work with customers,
learn new things, and work with people from different cul-
tures. As a result of the last observation, the SWECOM devel-
opers added a behavioral attribute of “"Cultural Sensitivity.”

e Most of those interviewed thought five or six levels of compe-
tency were appropriate. However, none of those interviewed
who have used other competency models have ever before
used the Technician Level or equivalent.

e Some interviewees expressed the view that no degree or min-
imum years of experience should be specified for the compe-
tency levels. SWECOM only describes “typical” backgrounds,
and no requirements or precise expectations are stated.

e There were no recommendations for major changes to SWECOM.

These six interviews did not provide a statistically significant
sample of opinions but they did indicate that the SWECOM effort
is well conceived. The SME and public review comments provided
many valuable recommendations, but none invalidated the SWE-
COM concept.

The following sections of this document specify life cycle and cross-
cutting skill areas plus skills and activities at various competency
levels within each skill area. Each skill area includes two tables:
Table A lists skills and corresponding activities for that skill area,
and Table B lists the activities across all five competency levels.
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10. GLOSSARY OF TERMS

This glossary provides definitions of terms whose meanings, as used
in SWECOM, may differ from conventional meanings. Other terms
used in SWECOM are intended to convey the meanings in IEEE/
ISO/IEC Standard 24765:2010, Systems and Software Engineer-
ing—Vocabulary, 1IEEE, 2010 (SEVOCAB). The Guide to the Soft-
ware Engineering Body of Knowledge [SWEBOK 2014] also provides
detailed discussions of many of the terms used in SWECOM.

Terms italicized in the definitions of other terms are also defined
in this glossary.

Activity: a self-contained unit of work to be performed. Activities
are the smallest units of technical skills in SWECOM.

Behavioral Attribute: a characteristic of personality and charac-
ter that enables an individual to apply knowledge, experience,
and cognitive attributes to perform activities in a productive
manner within the work environment.

Cognitive Skill: a characteristic of intellect that allows an individ-
ual to apply knowledge and reasoning ability while performing
activities within technical skill areas.

Competency: the demonstrated ability to perform work activities
at a stated competency level.

Competency Level: one of five increasing levels of ability to per-
form an activity; denoted as Technician, Entry Level Practitioner,
Practitioner, Technical Leader, or Senior Software Engineer.

Entry Level Practitioner: an individual who is competent to
assist in performing an activity or to perform activities with
some supervision.
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Gap Analysis: the process of specifying the competencies an indi-
vidual or organization has, the competencies needed, and gaps
between what is had and what is needed.

Senior Software Engineer: an individual who is competent to
create new—and modify existing—processes, procedures, meth-
ods, and tools for performing activities, groups of activities
within skills, and skills within skill areas.

Practitioner: an individual who is competent to perform an activ-
ity with little or no supervision.

Skill: a grouping of logically related activities.

Skill Area: a grouping of logically related skills.

Technical Leader: an individual who is competent to lead and
direct participants in the performance of activities in a skill or

skill area.

Technician: an individual who is competent to follow instructions
while performing an activity.

Usability Test: a test case that states what the user needs to do
but does not tell the user how to do it. It measures the user
interface’s ability to support user behavior.



11. SOFTWARE REQUIREMENTS SKILL AREA

Software requirements engineering consists of activities performed
to discover what functional and nonfunctional attributes and inter-
faces a software system should have to satisfy the needs of the
customer. It also includes analysis and management activities per-
formed in order to discover flaws in requirements artifacts and to
manage the requirements engineering process.
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Table Al11

Software Requirements
Skill Sets

Software Requirements Activities

Software Requirements
Elicitation

Identifies stakeholders for elicitation of
requirements.

Engages stakeholders in elicitation of
requirements.

Uses appropriate methods to capture
requirements.

Negotiates conflicts among stakeholders
during elicitation.

Software Requirements
Analysis

Uses appropriate domain analysis techniques.
Performs analysis of requirements for
feasibility and emergent properties.

Software Requirements
Specification

Uses appropriate notations for describing
requirements.

Software Requirements
Verification and Validation

Checks requirements for accuracy, lack
of ambiguity, completeness, consistency,
traceability, and other desired attributes.
Constructs and analyzes prototypes.
Negotiates conflicts among stakeholders
during verification.

Software Requirements
Process and Product
Management

Uses appropriate methods for management
of requirements, including configuration
management.




Software Requirements Skill Area 27

The following notations are used in Table B11: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

ments. (A)

Table B11
Software Requirements Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Identifies
important
stakehold-
g ers. (P/L)
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S in engag- 2.‘ Engages
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i ent stake- stakehold-
2 holders to | SrS 0
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() . require-
= require- ments. (P)
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= n applying different
© different methods t
3 methods to ethods to
= ) the project
] the project .
0 as appropri- as appropri
ate to elicit ate t_o elicit
require- require-
ments. (P)
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cycle. (P)

Table B11
Software Requirements Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
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Table B11
Software Requirements Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
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Table B11
Software Requirements Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
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12. SOFTWARE DESIGN SKILL AREA

Software design skills are used to develop and describe the soft-
ware architecture of a system based on its software requirements:
this consists of a description of how software is decomposed into
components and the interfaces between those components. The
components are specified at a level of detail that enables their con-
struction. This skill area also includes skills related to processes and
techniques for software design quality, analysis, and evaluation.

REFERENCES

[IEEE 1016-2009] IEEE Std. 1016-2009, IEEE Standard for
Information Technology-Systems Design—Software Design
Descriptions, 1IEEE, 2009.

[IEEE 12207-2008] IEEE Std. 12207-2008, IEEE Standard for
Systems and Software Engineering—Software Life Cycle
Processes, 1EEE, 2008.

[IEEE 15528-2008] IEEE Std. 15528-2008, IEEE Standard for
Systems and Software Engineering—System Life Cycle
Processes, 1EEE, 2008.

[SWEBOK 2014] P. Bourque and R.E. Fairley, eds., Guide to the
Software Engineering Body of Knowledge, Version 3.0, IEEE
Computer Society, 2014; www.swebok.org.

31


http://www.swebok.org

32 SWECOM

Table A12

Software Design
Skill Sets

Software Design Activities

Software Design
Fundamentals

Employ enabling techniques (such as
abstraction, coupling/cohesion, information
hiding, and so forth) in software design.

Apply exception handling and fault tolerance
techniques in software design.

Use restructuring and refactoring methods in
software design.

Apply, as appropriate, design techniques in
the areas of concurrency, event handling, data
persistence, or distributed software.

Software Design
Strategies and Methods

Determine the process and strategy to be
used in software design (such as top-down
or bottom-up, stepwise refinement, use of
patterns and pattern languages, iterative and
incremental processes, and so forth).

Select and apply the appropriate design
methodology (such as a structural or object-
oriented approach).

Consider design alternatives and perform
trade-off analysis.

Manage software design activities.

Software Architectural
Design

Use architectural styles, views, models, and
patterns to specify the high-level organization
of a software system.

Specify the component interfaces.

Design software components and modules
using models, design patterns, notations, and
diagramming techniques.

Software Design Quality
Analysis and Evaluation

Utilize software design reviews.

Perform static analysis tasks to evaluate
design quality.

Develop and use simulation and prototypes to
evaluate software design quality.

Manage requirements change.
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The following notations are used in Table B12: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

(P)

Table B12
Software Design Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
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ules. (A)

Table B12
Software Design Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
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cation of exception
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Table B12
Software Design Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
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Table B12

Software Design Skill Sets and Activities by Competency Level

Skill
Sets

Levels

Technician

Entry
Level

Practitioner

Technical
Leader

Senior
Software
Engineer

Software Design Strategies and Methods

3. Provides
guidance
and advice
on the use
of software
design
strategies
and meth-
ods. (L)

4, Evaluates
the effec-
tiveness of
the applica-
tion of the
selected
software
design
methodol-
ogy. (P/L)

3. Creates
new tech-
niques
evaluating
software
design qual-
ity. (M)

2. Determines
design
alterna-
tives and
performs
trade-off
analysis.

(P/L)

5. Determines
design
alterna-
tives and
performs
trade-off
analysis. (L)
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Table B12
Software Design Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
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ity. (P)

Table B12
Software Design Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
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5 for collect- desi design sis, simula- | tion-wide
. - esign : : .
> ing design reviews. (P) reviews. tion and design qual-
e metrics and ' (P/L) prototyp- ity evalu-
< evaluating ing, design | ation and
> software metrics) analysis
% design qual- to ensure techniques.
3 ity. (F/A) a software | (M)
4 design’s
5 quality. (L)
0 .
g 2. Carries > Leads
out static )
o . static analy-
b analysis .
© sis tasks
tasks to
3 to evaluate
& evaluate .
o design qual- design qual-
0 ity. (P/L)
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Table B12
Software Design Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
i?;{ Q:\isgsp- 3. Develops
ment and a.nd uses
use of sim- simulation
. and pro-
ulation and
totypes to
prototypes valuate
to evaluate | f
software S0 t.ware
c . design qual-
o design qual- ity. (P)
',"-i' ity. (A) '
T:; 2. Uses the
> results of
_": software
5 design
) quallty_ 2. Creates
B evaluation new tech-
%‘ activities niques for
< tt:ﬁ assesl_s evaluating
> itye OC'I:Utah e soft_ware
= ; design qual-
© design and ity. (M)
3, to decide ’
c on correc-
= tive action,
b if needed.
=) (P/L)
% 3. Provides
3 guidance
b and direc-
8 tion related
to the need
for require-
ments
change
resulting
from design
review.

(P/L)







13. SOFTWARE CONSTRUCTION SKILL AREA

Software construction is the collection of activities and processes
for converting design specifications into functional software solu-
tions that meet customer needs. It includes planning, designing,
programming, debugging, testing, and integrating software com-
ponents. Most software construction is performed by teams of pro-
fessionals using tools (editors, compilers, version control software,
debuggers, and so forth) and processes to accomplish and coordi-
nate their work.
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Table A13

Software Construction
Skill Sets

Software Construction Activities

Software Construction
Planning

Select appropriate processes and models for
constructing software, including appropriate
reuse processes.

Select appropriate languages and tools for
software construction.

Select appropriate frameworks, platforms, and
environments.

Managing Software
Construction

Establish and follow project standards

for version control and configuration
management.

Collect and monitor standard measures of
code quality and size.

Detailed Design and
Coding

Create detailed designs that minimize
complexity and enhance quality.

Create code to implement detailed designs.
Refactor code when needed.

Establish and follow standards for designs and
code.

Use appropriate design patterns.

Use defensive coding techniques to minimize
propagation of errors and threats.

Document code through comments to support
software maintenance.

Generate code from design models.

Debugging and Testing

Use appropriate tools and techniques for
debugging.

Create and execute unit tests for all delivered
code.

Achieve test coverage goals.

Integrating and
Collaborating

Establish and follow integration strategy and
processes.

Perform integration testing as part of the
integration process.

Collaborate with other team members

in development activities (such as pair
programming, informal reviews).

Participate or lead reviews and inspections.
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The following notations are used in Table B13: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

tion. (F/P)

Table B13
Software Construction Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Selects
appropriate
processes
and models
1. Assists in | for con-
. 1. Creates
- the selec- structing or proposes
£ tion of software on new pro-
= . .
= appropriate |nd|y|dual cesses and
[} processes projects
e models for
o and models | (such as
c - software
for software | compilation,
2 construc genera construc-
whd - - .
= tion. (F/P) tion from tion. (C)
] domain-
(0] .
c specific
8 languages).
o (L)
‘; 2. Assists in
& the selec- 2. Creates
>4 tion of new lan-
(7] )
appropriate guages and
languages tools for
and tools software
for software construc-
construc- tion. (C)
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and size. (P)

Table B13
Software Construction Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Assists in
Eir;isoeflec- 2. Selects
o aPDrobri- appropriate | 3. Creates
c pprop languages or proposes
= ate frame-
c and tools new frame-
c works,
S for software | works, plat-
o platforms, f
and envi- c_onstru_c- _ orms, and
c tion on indi- | environ-
9 ronments . :
] vidual proj- | ments. (C)
3] for software
3 ects. (L)
i construc-
‘é tion. (F/P)
S 3. Selects
o appropri-
S ate frame-
E works, plat-
S forms, and
7] environ-
ments for
individual
projects. (L)
1. Assists in 1. Uses
s the instal- i 1. Establishes | 1. Establishes
- - standard . I
s lation of tools and project organization
3 tools and 1. Monitors | standards standards
s o processes - )
- repositories . standard for version | for version
7] . for version
c for version measures of | control and | control and
o control and . . ,
o control and , code quality | configura- configura-
. configura- . : :
o configura- tion man- and size. (P) | tion man- tion man-
[ tion man- agement. agement.
3 agement.
2 agement. (P) (L) (L)
o (A)
p 2. Set
2 2. Collects - 9CtS
—_ organization
o standard
M standards
e measures of
[} code quality for gode
= quality and

size. (L)
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Table B13
Software Construction Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
o 3. Creates
o new tools
35 and pro-
1 cesses for
0 3 version
g control and
D S configura-
i 8 tion man-
] agement.
= (©)
. . 1. Creates
tlr;:isnss'i’;;j 1. Creates and reviews | 1. Measures | 1. Establishes
tion of tools cédeto detgﬂed andrnoﬁﬁxs organization
and reposi- | implement designs and an organiza- standarc_ls
tories for detailed code that Uodsuseof fordetaned
design and | designs. (P) !neetqqak design pat- designs and
coding. (A) ) ity require- | terns. (L) code. (L)
o ) ments. (P)
% 2. Suggests
S and per- 2. Creates
= 2. Refactors | forms néw design
c code when | appropriate
© needed. (P) | code refac- patterns.
ga toring when ©
e needed. (L)
Q 3. Follows 3. Selects
3 project and | or estab-
= organization | lishes proj-
] standards ect stan-
(a] for designs | dards for
and code. designs and
(F) code. (P)
4. Uses 4. Suggests
appropriate and uses
design pat- appropnate
terns. (P) design pat-

terns. (L)
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Table B13
Software Construction Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
5. Uses 5. Suggests
defensive 3”? us_es
coding edgnswe
techniques co |n_g
L techniques
to minimize L
. to minimize
propagation .
of errors p;opagatlon
o of errors
:E ?S)d threats. and threats.
S (L)
) 6. Documents
g code
c through
2 comments
b to support
(a] software
g mainte-
% nance. (P)
] 2. Plans
8 7. Generates | 6. Writes aﬁd initi-
code and executable ates model-
systems models driven
from mod- suitable for develon-
els (such code gen- ment pro-
as UML) as | eration as p
cesses as

appropriate.

(P)

appropriate.

(P/L)

appropriate.

O)
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Table B13
Software Construction Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Assists in | 1. Uses L. E_nsures 1. Establishes .
h . project - 1. Establishes
the installa- | appropriate project .
. standards organization
tion of tools | tools and - standards
. for unit test - standards
for debug- | techniques for unit test .
. coverage for unit
ging and for debug- coverage. -
testing. (A) | ging. (P) are fol- (L) testing. (L)
2 : : lowed. (P)
=
(73 2. Selects
hd ghé:;ef;?s appropriate | 2. Creates
° . debugging new unit
c cutes unit t .
© ools and testing tools
tests for all .
o . techniques | and meth-
c delivered .
= code. (P) for a proj- ods. (C)
o ) ect. (L)
3
E=] 3. Achieves
[}
(a test cover-
age goals
set by proj-
ect and
organization
standards.
(P)
g' 1. Follows 1. Assists 1. Establishes
= 1. Assistsin | . 1. Leads in selection | organization
T ; ; project ;
= installation | . code of project standards
° . integration . -
a of integra- reviews and | tools and for integra-
. strategy - - .
o} tion tools. inspections. | processes tion tools
= and pro- )
o (A) cesses. (P) (L) for integra- | and pro-
g ) tion. (P) cesses. (L)
o 2
‘“ 2. Assists 2. Performs : .
o : : ; . Establishes
c in creation integration s
= h organization
= of code testing as
S ) . standards
= inspection part of the .
o ' - for reviews
9 packages. integration and inspec-
S (A) process. (P)

tions. (L)
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grated. (P)

Table B13
Software Construction Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Collaborates
with other
team mem-
3. Assists bers in 3. Cr_eates
; develop- new inte-
in schedul- L .
. ment activi- gration
ing code .
. ) ties (such tools and
o inspections. .
= (A) as pair pro- processes.
= gramming, ©
s informal
Q reviews).
= (P)
o 4. Participates 4. Creates
e in project- new code
© defined review and
g’ reviews and inspection
= inspections. methods.
g (P) ©
o
9 4. Sets up
= build-and-
install envi-
ronments
where the
software
packages
can be inte-




14. SOFTWARE TESTING SKILL AREA

Software testing is a component of overall software quality; how-
ever, the software quality skill area in SWEBOK is a crosscutting
skill area, whereas the software testing skill area is a life cycle
skill area. Software testing includes all activities that are performed
to evaluate overall product quality, which requires code execution.
This software testing skill area covers “dynamic verification” and
is concerned with selecting an appropriate set of test cases that
demonstrate the expected behavior of the product by executing the
software using prepared test cases and their results to analyze and
improve the quality of the product. It is well known that software
cannot be tested exhaustively for all possible situations; therefore,
“selecting an appropriate set of test cases” has a major effect on
the success or failure of testing activities.

REFERENCES
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ed., Wiley, 2011.
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Software Engineering Body of Knowledge, Version 3.0, IEEE
Computer Society, 2014; www.swebok.org.

Table A14

Software Testing
Skill Sets

Software Testing Activities

Software Test Planning

Identify all stakeholders involved in software
testing.

Identify success and failure criteria.

Identify test completion criteria.

Design and implement the software test plan.
Identify and coordinate customer
representatives and other stakeholders
participating in the software acceptance and/
or demonstration.

Software Testing
Infrastructure

Identify tools to be used throughout testing
activities.

Identify appropriate documentation to be
generated and archived.

Design/select and implement the test
environment.

Software Testing
Techniques

Identify test objectives.

Select appropriate testing/demonstration
techniques.

Design, implement, and execute test cases.

Software Testing
Measurement and Defect
Tracking

Identify, collect, and store appropriate data
resulting from testing/demonstration.
Report test results to appropriate
stakeholders.

Identify, assign, and perform necessary
corrective actions.

Analyze test data for test coverage, test
effectiveness, and process improvement.
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NOTE: Throughout the industry, a large number of testing tech-
niques have been and are used. Whenever testing techniques are
discussed in this skill area, it could potentially refer to any of those
techniques; in such cases, “testing” is in italics. In a few instances,
“testing” refers to a specific technique and is not in italics.

The following notations are used in Table B14: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

Table B14
Software Testing Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Identifies
1. Identifies | stakehold-
unit and ers par- 1. Establishes | 1. Establishes
integration | ticipating organiza- organiza-
testing suc- |in dem- tional pro- tional pro-
gl cess and onstration cedures for | cedures for
= failure crite- | and testing | testing. (P) | testing. (L)
c ria. (P) activities.
= (P)
o
s 2. Identifies
2 customer
) representa-
H] 2. Designs | tives and
3 2. Follows |and imple- |other stake
S software ments a holders
0 test plan. software participat-
(P) test plan. ing in the
(P) acceptance
testing and
demonstra-
tions. (L)
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Table B14
Software Testing Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Establishes
the criteria
for unit test
executlo_n 3. Identifies 3. Identifies
completion, | success and )
. ! project test
such as failure crite- o
- objectives.
code cover- | ria for test- L
age, defect |ing. (L/P)
intensity,
and so
g’ forth. (P)
€ 4. Identifies
c
© 4. Develops | success
o 4. Develops | demon- and failure
7 unit test stration or | criteria for
2 plan. (P) other test | system and
o plans. (P) acceptance
g testing. (P)
& 5. Assists 5. Establishes .
o with the criteria for 5. Identifies
w0 test com-
develop- demonstra- . .
. . pletion cri-
ment of the | tion readi- teria. (P)
test plan. ness. (A/P) )
6. Selects
the most
appropriate
demonstra-
tion, testing
technique.
(P)
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Table B14
Software Testing Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
7. Establishes
the crite-
ria for test
comple-
gl tion, such
= as defect
c arrival
£ rate, defect
) intensity,
b and so
t; forth. (P)
© 8. Establishes
3 criteria for
S regression
(7] testing,
such as
defect den-
sity and so
forth. (P/L)
1. Sets up 1. Defines 1. Identifies L. Idept|ﬁes
. organiza-
el the neces- the neces- | testing tools | .
L 1. Selects tional test-
3 sary test : sary setup | and test ;
3] appropri- ; ing tools
and dem- . for testing data ware-
3 . ate unit test . and data
s onstration . and dem- housing
- . techniques. . .| warehous-
© environ- onstration. | across proj- ing across
P
E ment. (P) (P/L) ects. (P) projects. (L)
_E’ 2. Creates
o 2. Identifies new test
U the appro- documen-
=
o 2. Installs gﬁesﬁ,:ggis priate docu- tation
S the neces- P mentations (in other
3 sary tools. ppropri necessary words, test
= ate testing
S (P) tools. (P) for the test- plan, defect
" ) ing activi- record-
ties. (P) ing, and so

forth). (L/P)
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ment. (A)

Table B14
Software Testing Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
g o
= 3. Develops 3. Designs
w 3 | the appro- . .
0D riate infra- and imple- | 3. Designs
= 2 P ments the | the test
(o] structure . .
& @ test envi- environ-
o | for data
3 ronment. ment. (L/P)
D warehous-
1) = ing. (P) (P)
0
1. Performs 1. Specifies 1. Creates
manual test appropri- new test-
activities 1. Designs | @PProP . new
. ate test 1. Designs ing (in other
(in other and exe- )
. cases for system test words, unit,
words, data | cutes unit , X
the selected | plan and test | integration,
entry, test test cases. ;
testing cases. (L) stress, and so
" case execu- | (P) ;
o . technique. forth) tech-
S tion, and so (L/P) niques. (C)
T | forth). (P) ques.
c .
S 2'. Assists 2. Identifies
) with the
[ 2. Executes | 4o oion- automated
o regression P testing
c . ment of the .
= testing. (P) opportuni-
- test cases. ties. (L/P)
o (P) '
o 3. During
g demonstra-
& tion, moni-
8 tors cus- 3. Executes
tomer use integration
and records | and system
customer test cases.
feedback (P)
for product
improve-
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Table B14
Software Testing Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
4. Ensures
the system
= Is ready 2. Executes
c for demon-
S0 . test cases.
» O stration by
o35 - (L/P)
o performing
o°'E acceptance
8 S test. (P/L)
“E_- |9 3. Develops
(=4 automated
"
test case
scenarios.
(L/P)
1. Performs
all appro-
'E priate
© data ware- | 1. Collects 1. Collects
- . ; ; 1. Creates
c housing appropriate | appropriate | 1. Conducts
) . . - new root
£ (gathering data associ- | data associ- | root cause cause anal-
9 & |execution ated with ated with analysis. sis tech-
2 £ | data, data test execu- | test execu- | (L/P) xi ues. (P)
© & |entry, data |tion. (P) tion. (L/P) ques.
g ® |archiving,
o |andso
£ 8 forth). (P)
whd
7} Y
hd a g' Gfg\e:ia_tes 2. Evaluates 2. Analyzes
o aEep reports test execu- test data
[ P tion results | 2. Conducts | to decide
3 associated , -
; and identi root cause |on further
i with test / . . )
fies appro- | analysis. (P) | testing
o demonstra-
0 fion execu- priate activities.
rework. (P) (L)

tion. (P)
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Table B14
Software Testing Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Monitors
3. Collects | f€StPOg~ |3 Using the
X ress by
appropriate test results, | 3. Uses
- | evaluat- :
data associ- | . assigns the data to
i ing defect .
ated with . appropriate | evaluate
o . arrival
c executing . rework to test effec-
] rate, failure )
= test cases. |. ) team mem- | tiveness. (L)
=] intensity,
© (P) bers. (P)
= and so
! forth. (A/P)
& 4. Uses
g test execu-
o tion data
c and rework 4. Evaluates
© . test results
- 4. Provides results ! .
c to identify
] test result to evalu- p———
£ report to ate test pprop
) . ; ate process
s appropriate effective- -
3 improve-
" stakehold- ness and
b4 ; ment
0 ers. (P) decide for obportuni-
s additional | oPP P
ga testing or )
= regression
E testing. (P)
) 5. Monitors | 5. Monitors
H test prog- overall test
E ress by progress
5 evaluat- by evaluat-
7] ing defect ing defect
arrival arrival
rate, failure | rate, failure
intensity, intensity,
and so and so
forth. (P) forth. (L)




15. SOFTWARE SUSTAINMENT SKILL AREA

As systems become larger, more complex, and increasingly reliant
on software, sustainment issues become increasingly complex and
time consuming. A study of software systems effort distribution indi-
cated that 55% of software system life cycle effort involves sustain-
ment activities [CMU/SEI-2006-TN-007]. The risks of inadequate
sustainment can potentially undermine the stability, enhancement,
and longevity of operational systems.

No authoritative definition of “software sustainment” exists. The
Software Engineering Institute’s working definition is, “The pro-
cesses, procedures, people, material, and information required to
support, maintain, and operate the software aspects of a system”
[Lapham 2006].

The IEEE Standard Glossary of Software Engineering Terminol-
ogy defines software maintenance as “The process of modifying
a software system or component after delivery to correct faults,
improve performance or other attributes, or adapt to a changed
environment” [IEEE/ISO/IEC 24765-2010].

According to these definitions, software sustainment addresses
issues of maintenance plus documentation, deployment, operation,
security, configuration management, training (users and sustain-
ment personnel), help desks, COTS product management, technol-
ogy updates, and software retirement.

Three categories of software maintenance activities—corrective,
adaptive, and perfective—involve modifying a software product/
system after delivery. A fourth category of software maintenance
activities focuses on preventive maintenance.
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Successful software sustainment depends on the culture of the
sustainment organization, the skills of the sustainment team (which
is the focus of this skill area), the flexibility of the customer, and
the operational domain of the product, in addition to skills needed
to modify source code for corrective, adaptive, and perfective
enhancements.
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Table A15

Software Sustainment
Skill Sets

Software Sustainment Activities

Software Transition

e Develops transition plan.

e Identifies stakeholders for transition and
operational requirements.

e Identifies system and software constraints.

e Identifies applicable systems and software
operational standards (such as information
assurance).

e Develops software transition and operational
documentation.

e Installs software.

e Performs software operational training (for
both users and sustainment personnel).

e Determines the impacts on the operational
environment.

e Develops software system activation and
check-out procedures.

e Participates in system acceptance.

Software Support

Maintains current software configurations.

e Performs operational software assurance.

e Updates COTS and other software
technologies to maintain currency.

e Diagnoses and responds to reported software
defects, anomalies, and operational incidents
and events.

e Monitors system operation and collects
operational data.

e Develops and implements software retirement
procedures.

Software Maintenance

e Establishes software maintenance processes
and plans.

e Obtains and maintains baseline software
artifacts.

e Performs problem identification and technical
impact analysis.

e Makes and assures changes to software
(corrective, adaptive, perfective).

e Performs preventative maintenance and
software re-engineering.

e Monitors and analyzes software maintenance
activities.
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The following notations are used in Table B15: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

constraints.

(P)

constraints.

L

Table B15
Software Sustainment Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
. 1. Modifies
.1' Participates 1. Leads existing and
in develop-
. ! development | creates new
ing transi- o T
) of transition | guidelines
tion plans. "
(P) plans. (L) for transition
plans. (C)
2. Participates | 2. Leads in | 2. Modifies
in the iden- | the identi- existing
tification of | fication of and creates
stakehold- stakehold- new guide-
ers for tran- | ers for tran- | lines for
g sition and sition and the identi-
B operational | operational | fication of
g require- require- stakehold-
© ments. (P) ments. (L) ers. (C)
; 3. Participates | 3. Leads in
& in the iden- | the identi-
S tification of | fication of
e system and | system and
[}
() software software

4. Identifies
applicable
systems
and soft-
ware opera-
tional stan-
dards. (P)

4. Modifies
existing and
develops
new sys-
tems and
software
operational
standards.

L
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Table B15
Software Sustainment Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
. .| 5. Leads in
1. Assists In | o gevel- 5. Approves
identifying
. opment of software
applicable o
software transition
systems o
transition and opera-
and soft- .
and opera- | tional docu-
ware opera- | ,. .
. tional docu- | mentation.
tional stan- mentation (L)
dards. (A) )
(L)
2. Assists in
1. Follows | the devel- 3. Modifies
; . opment of L
instructions existing and
software
to help transition creates new
c develop 6. Leads in | 6. Approves | templates
and opera- )
S software - the installa- | new soft- for software
) e tional docu- | .. . -
- transition - tion of soft- | ware instal- | transition
2 mentation. .
c and opera- ware. (L) lations. (L) | and opera-
[ . (A) -
= tional docu- tional docu-
) mentation. I I mentation.
et (F) nstalls ©)
= software.
2 )
5
" 3. Assists in
the devel- 7. Develops | 7. Approves
2. Follows opment of training training
instructions | training material for | material for
to help material for | operational | operational
install soft- | operational | support support
ware. (F) support personnel. personnel.
personnel. (P) (L)
(A)
3. Assists 4. Trains
in training software 8. Leads
operational |operational | software
support support operational
personnel. personnel. training. (L)
(A) (P)
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Table B15
Software Sustainment Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer

5. Performs | 9. Develops | 8. Approves

software software software

system acti- | system acti- | system acti-

vation and vation and vation and

check-out check-out check-out

procedures. | procedures. | procedures.

(P) (P) (L)

4. Modifies
. existing and
6. Assists in ilr?.dP:trgcﬂE)ates 9. Leads in | creates new
S determining mining the determining | guidelines
B the impacts | . 9 the impacts | for deter-
7] impacts of .
c of software software of software | mining the
e changes on changes on | impacts of
changes on
: the opera- | [ & 77" " | the opera- | software
= tional envi- . pera- tional envi- | changes on
© tional envi-
3 ronment. ronment ronment. the opera-
& (A) (P) ) (L) tional envi-
5 ronment.
©)
5. Modifies
existing and

7. Assists 11. Participates | 10. Leads develops

. ; new system

in system in system system
acceptance

acceptance. | acceptance. | acceptance.

(A) (P) (L) methods,
tools, and
techniques.
©)
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Table B15
Software Sustainment Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Modifies
existing and
creates new
1. Ope_rates 1. Performs 1. Dev_elops 1. Approves standards
operational ) operational | operational
operational and frame-
software software software
. software ) ) works for
configura- ! . configura- configura- .
: configuration : . operationa
tion man- tion man- tion man-
management. software
agement ®) agement agement configura-
tools. (A) plans. (L) plans. (L) tion man-
agement.
©)
2. Follows
instructions | 2. Performs 2.Leads
. operational | 2. Develops
to perform | operational
- . software software
= operational | software
o assurance assurance
o software assurance. o
-y activities. plans. (L)
S assurance (P) (L)
0 tasks. (F)
o
& 3. Updates | 3. Leads
2 3. Installs COTS and maintenance
e y other soft- | of COTS
o COTS
) ware tech- | and other
and other .
nologies to | software
software S .
maintain technologies
updates. (P) e
currency. to maintain
(P) currency. (L)
4. Diagnoses
and
responds
to reported | 4. Leads 4. Develops 3. Creates
software software ) P policies that
software
defects, help desk cover help
! e help desk
anomalies, | activities. lans. (L) desk opera-
and opera- | (L) P ’ tions. (C)
tional inci-
dents and

events. (P)
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Table B15
Software Sustainment Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
2. Modifies
existing and
5. Operates . 4. Develops | creates new
5. Acquires
tools to plans for methods,
tools and .
- collect 5. Analyzes . collecting tools, and
= . . supervises .
o operational | operational . and pro- techniques
a analysis of '
a data under |data. (P) . cessing for collect-
5 . operational . .
& supervision. data. (L) operational |ing and
) (F ’ data. (L) processing
H operational
3 data. (C)
5 6. Assists i
0 . Assists in
N implement- 6. Implements 5. Develops
. software
ing software . software
. retirement .
retirement rocedures retirement
procedures. ?P) ) plans. (L)
(A)
1. Modifies
1 Assi . 1. Leads existing and
. Assists in
; 1. Implements | develop- creates new
implement-
) . software ment of software
(v} ing software . X
c mainte- mainte- software mainte-
= nance pro- | mainte- nance poli-
nance pro- )
9 cesses and | nance pro- | cies, pro-
2 cesses and | P d d
£ | A) plans. (P) cesses an cesses, an
L) plans. ( plans. (L) procedures
s . .
. ©
e
© . 2. Obtains
E 1 Partlc_lpates and main- 2. Identifies
e in obtain- .
° . . tains software
fr ing baseline :
software baseline
software . .
. baseline artifacts.
artifacts. .
(P) artifacts. (L)

(P)
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Table B15
Software Sustainment Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
2. Leads
3. Performs | 3. Performs Pr"b'.e.m
identifica-
problem change ;
; . ) tion and
identifica- impact .
tion. (P) analysis. (P) techni-
) ) cal impact
analysis. (P)
3. Leads 2. Modifies
4, develop- existing and
4. Assists Implements | ment of creates new
in making plans and plans and policies and
changes to | makes supervises | procedures
software changes to | making for making
] (corrective, | software changes to | changes to
- adaptive, (corrective, | software software
g perfective). | adaptive, (corrective, | (corrective,
9 (A) perfective). | adaptive, adaptive,
£ (P) perfective). | perfective).
©
g (L) ©)
) 3. Modifies
o 2. Assists in 4. Plans existing and
3 érformin 5. Performs | 5. Leads for and createg new
e p 9 preventa- preventa- supervises o
° preventa- . . . : policies and
s . : tive mainte- | tive mainte- | preventa-
tive mainte- . . procedures
nance and nance and tive mainte-
nance and for preven-
software re- | software re- | nance and . .
software re- tative main-

engineering

engineering

engineering

software re-

tenance and

e activities. activities. engineering
activities. A software re-
(P) (L) activities. : .
(A) (WL engineering.
©)
6. Assists in | 6. Monitors | 5. Leads
monitoring | and ana- monitoring
and analyz- | lyzes soft- and analysis
ing software | ware main- | of software
mainte- tenance mainte-
nance activ- | activities. nance activ-
ities. (A) (P) ities. (L)







16. SOFTWARE PROCESS AND LIFE CYCLE
SKILL AREA

Software process models and life cycle models skills are concerned
with process definition and tailoring, implementation, workflow,
assessment, measurement, management, and improvement of the
software life cycle processes, including processes both for guid-
ing a specific set of activities and for postmortem. The skills apply
to a range of software process paradigms that range from plan-
driven processes (sometimes called predictive processes) to agile
processes (sometimes called adaptive processes) and the spectrum
of processes between the two.

A key element of software processes is measurement and assess-
ment of the effectiveness of individual activities and their combina-
tions for software projects. The key purpose of process assessment
is to identify process activities and combinations that need to be
modified to better achieve project goals.

Software process model and life cycle model skills apply across
most of the other skill areas in this document, including both life
cycle and crosscutting skill areas.

REFERENCES
[IEEE 12207-2008] IEEE Std. 12207-2008, IEEE Standard for

Systems and Software Engineering—Software Life Cycle
Processes, 1IEEE, 2008.
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[IEEE 15528-2008] IEEE Std. 15528-2008, IEEE Standard for
Systems and Software Engineering—System Life Cycle
Processes, 1EEE, 2008.

[SWEBOK 2014] P. Bourque and R.E. Fairley, eds., Guide to the
Software Engineering Body of Knowledge, Version 3.0, IEEE
Computer Society, 2014; www.swebok.org.

Table A16

Software Process and
Life Cycle Skill Sets

Software Process and Life Cycle Activities

Software Development
Life Cycle Implementation

e Determine one or more organization-wide
life cycle models (such as waterfall, spiral,
V-model, incremental, maturity models).

e Select a team software process (plan-driven,
adaptive).

e Lead a small team in execution of some
portion of a life cycle process model (such as
software design).

e Carry out process activities specified in a life
cycle process model script.

Process Definition and
Tailoring

e Define software processes for a project team
or for a software engineering activity (such as
requirements engineering).

¢ Tailor a defined software process to the needs of
a project team or software engineering activity.

e Interpret and adapt a software process to
individual process responsibilities and tasks.

e Lead definition and tailoring of organization-
wide software processes.

Process Implementation
and Management

Implement and execute software processes.
Provide guidance and advice to software
teams on how to implement and manage
software processes.

e Serve as a member of a software engineering
process group.

Process Assessment and
Improvement

e Collect data for assessment of a software
process.

e Analyze process assessment data and implement
improvement of team software processes.

e Use assessment information and reports for
software process improvement.
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The following notations are used in Table B16: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

Table B16

Software Process and Life Cycle Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Provides 1. Leads a
c gsmstance 1. Carries _smaII tea_m 1. Determines
) in the in execution
= . . out process 1. Selects the need for
© installation A of some .
" activities . a life cycle | and selects
= and use of i portion of
o specified . model pro- | or develops
tools appro- | ; ) a life cycle :
£ ) in a life cess for a an organi-
o priate for process . .
e -, cycle pro- software zation-wide
o a project’s model (such X
£ designated cess model as software team. (L) life cycle
:; life cycle script. (A/P) design). model. (C)
E model. (F/A) (P/L)
(6} 2. Assists
& in selec- 2. Selects
=l tion of a depart-
wd
c department | ment- or
QEJ or organiza- | organiza-
o tional-wide | tion-wide
% life cycle process
> process models. (C)
a model. (P/L)
9 3. Advises
g on process
& infrastruc-
O ture, train-
n .
ing, and

tools. (C)
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Table B16

Software Process and Life Cycle Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Leads
definition
and tai-
. loring of
1. Ffrowdes 1. software
assistance 1. Conducts
) Interprets processes
in the . ; research
. . and adapts | 1. Provides |for a project| .
installation . into effec-
a software review of team or for |,.
and use of X tive soft-
o process to defined and | a software
c tools for T | | . ware
T defining and individua tailored engineer-
5 g ) o process
o e - process processes. ing activity B
= modifying . definition
S responsi- (A/P) (such as .
[ software oo : and tailor-
bilities and require- -
T processes. . |ing. (C)
c tasks. (A/P) ments engi-
[ (F/A) X
c neering,
o design, and
-"é so forth).
{ L/C
i (L/C)
(a]
(7]
)]
Y 2. Provides | 2. Leads
<) . guidance definition
a 2. Tailors to others and tai-
a software | . ;
involved loring of
process to . : .
in tailored organiza-
the work . .
of a small processes tion-wide
(individual software
team. (P/L)
and team). | processes.
(L) (L/C)
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Table B16

Software Process and Life Cycle Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Provides
assistance 1 Leads 1. Provides
in the 1. Leads ; organiza-
. . large teams | . ;
installation small teams . tion-wide
1. Collaborates | : or multi- .
and use of ; in the ) guidance
in the . team proj- .
tools for . implemen- . and advice
. execution ; ects in the
implement- tation and ) on how to
. of a team X implemen- | .
ing, man- execution of - implement

- ’ software tation and

c aging, and a software X and manage

0] . process. execution of

£ measuring process. a software software

) software (P/L) rocess. (L) processes.

& | processes. P : (C)

S | (FA)

= 2. Provides

'E guidance 2. Provides

z and advice |guidance

o 2. Implements tc_) indi- and advice

] viduals on to software

) and man- )

= o the imple- teams on

= ages indi- :

[} vidual mentation how to

£ and man- implement

[} processes.

1 agement and manage

(F/A) -

£ of their software

™ personal processes.

0

3 processes. (L/C)

S (P/L)

o 3 Serves 2. Provides
as a mem- guidance
ber of a and advice

3. Serves as | on the for-
software .
engineer- leader of an | mation,
in 9 ro- SEPG. (L) structure,
cegssp rou and respon-
(SEP(g) (IE) sibilities of

SEPGs. (C)




72 SWECOM

Table B16

Software Process and Life Cycle Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Provides
assistance d 1. Leads L. Cond#cts
in the . 1. Leads software researc
. . 1. Assists small teams : into the
installation | ; teams in .
and use of | N collect- in collect- collecting effective-
ing data for ing data for ness and
tools for data for .
X assessment | assessment improve-
assessing assessment
and improv- of a software | of software of software | Ment of
) process. (A) processes. software
ing software processes.
(P/L) processes.
- processes. (P/L) ()
c
S | (F/A)
g 2. Analyzes | 2. Analyzes
3 process process
5 2. Collects assessment | assessment
£ data rel- data and data and
= evant to implements | implements
2 individual improve- improve-
T process ment of ment of
t execution. |small team |team soft-
g (F/A) software ware pro-
@ processes. | cesses.
0 (P/L) (P/L)
2 2. Uses
@ 3. Leads Zssessment
ata, team
Q the SEPG
g 3. Assesses 3 A . . reports,
X .Asamem- | in providing
= and imple- ; and SEPG
o ber of an guidance
ments reports to
. SEPG, pro- on depart- ;
improve- ot establish
vides input ment- or A
ment of an . organization
Lo on software organiza-
individual . ; procedures
process tion-wide
software ; p and stan-
process. improvement. | software dards for
(A/P) (A/P) process software
improve- brocess
ment. (L/C) improve-

ment. (C)




17. SOFTWARE SYSTEMS ENGINEERING
SKILL AREA

Systems are collections of interconnected components that inter-
act with other systems and the environment in which they are
embedded. They include natural systems, such as our solar sys-
tem, and human-made systems, such as digital computers. Modern
engineered systems range from household appliances to medical
devices, automobiles, spacecraft, and nuclear reactors. Engineered
systems are increasingly reliant on software to provide functional-
ity, behavior, interconnections among components, and external
interfaces to environments that may be complex and ill defined.

Software engineers are often members, and may be leaders, of
teams that develop and modify large and/or complex systems com-
posed of diverse kinds of components, including software. Not all
software engineers will be, or need to be, competent software sys-
tems engineers; however, those software engineers who participate
as members of systems engineering teams for software-intensive
systems should have the skills required to participate in systems
engineering projects. The skills and activities in this skill area apply
to development of systems for which software is a critical compo-
nent but for which software may not be the primary cost item or the
key technology to be exploited.

Not all software-intensive systems are engineered systems in the
traditional sense. For example, an enterprise information system
(EIS) may be dependent on software but the time, effort, and cost of
procuring and installing hardware and infrastructure software may
far exceed the time, effort, and cost of developing business-specific
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software within the EIS environment. Systems engineering skills
will be needed in these cases.

Table A provides a list of skills and work activities for a software
engineer to competently participate in as a member of a systems
engineering team that develops or modifies a large and/or complex
software-intensive system.

Table A does not include all of the skills and activities that are
important for a software engineer who participates in systems engi-
neering of software-intensive systems but rather highlights those
that are especially important at the systems level. For example,
requirements elicitation is not included because the necessary skills
are similar at both the systems and software levels. The difference
in requirement elicitation, and in many other skill areas, is in the
scope of considerations that must be addressed and the kinds and
numbers of stakeholders that are typically involved at the systems
level. System-level stakeholders usually include different kinds of
engineers who have different technical specialties and different
ways of thinking about systems that include electrical, mechanical,
civil, and other kinds of components.

Another important consideration is that software engineers who
participate in systems engineering activities at a given competency
level should have the same or higher level of competency in the cor-
responding software engineering activity. For example, a software
engineer who participates as a Practitioner in systems requirement
elicitation should be a competent software engineering Practitio-
ner for the activity of software requirements elicitation. Similarly,
a Team Leader for requirements engineering at the systems level
should be a competent Team Leader for requirements engineering
at the software level.

Although the activities in Table A are listed in a sequential order,
they are often accomplished in iterative and incremental steps.
Table B includes the activities, at five different competency levels,
for each skill in this skill area.
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Table A17

Software Systems

Engineering Skill Sets Software Systems Engineering Activities

e Select and integrate a software engineering
development model into a systems
engineering development model.

e Tailor policies, procedures, and templates and
select applicable standards.

System Development Life
Cycle Modeling

e Identify system stakeholders.

e Develop the operational concepts (system
context, operational environment(s),
prioritized features, quality attributes,
operational scenarios, assumptions,
dependencies, limitations, and exclusions).

Concept Definition
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Table A17

Software Systems
Engineering Skill Sets

Software Systems Engineering Activities

System Requirements
Engineering

Establish the system development
environment and identify technology
constraints.

Identify system-level traceability requirements
and tools.

Identify system requirements.

Develop the system requirements specification.
Develop plans, procedures, and scenarios for
system integration, verification, validation, and
deployment.

System Design

Develop alternative solution concepts.
Identify system components and specify
relationships and interfaces among
components.

Conduct trade studies to identify major
system components for hardware/software/
manual operations.

Participate in making acquisition decisions for
system components.

Influence system design to avoid isolated
stovepipe units of software.

Requirements Allocation

Allocate requirements and interfaces to
system components (functional, behavioral,
structural, quality) and interfaces between
software components and other major system
components.

Develop bi-directional traceability between
system requirements and software
requirements.

Analyze, clarify, and refine requirements
allocated to software.

Component Engineering

Determine needed kinds of software
components (database, algorithms, internet
protocols).

Make acquisition decisions for software
components (buy, build, open source, and so
forth).

Work with software engineers who develop
and integrate software components.
Provide liaison from software engineering
to systems engineering and other major
component engineering.
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Table A17

Software Systems
Engineering Skill Sets

Software Systems Engineering Activities

System Integration and
Verification

e Integrate software with other system
components.

e Participate in system verification activities.

e Provide liaison to software component engineers.

System Validation and
Deployment

e Participate in simulated and live system tests.
Participate in system acceptance testing.
Provide liaison to software component engineers.

System Sustainment
Planning

Participate in planning for system sustainment.
Prepare for operational support.
e Provide liaison and participate in planning for
software sustainment.

The following notations are used in Table B17: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

model. (L)

Levels
Senior

Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer

1. Uses 1. Assists in 1 Eart|C|pates

tools and ; ) in integrat- 1. Prepares

integrating .
[} follows ing the L. frameworks
5 o the selected 1. Participates . )
S directions selected ; ) for integrat
software in selection |.
) to prepared d software ing an orga-
p - evelop- ) of the sys- 2
2 depictions develop nization’s
= ment model tem devel-
- and docu- . ment model system and
P ; into the . opment
c o | mentation into the lif | software
O c | of tailored systems system e cycle develop-
£= develop- model. (P)
a © | develop- ment develop- ment mod-
S '8 ment mod- model. (A) ment els. (C)
9= |els. (F) ' model. (P)
[}
a 2. Leads
£ selection
9 of the soft-
2 ware devel-
) opment
life cycle
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Leads
integration
of the soft-
o ware devel-
£ opment
g model into
(<] the sys-
= tem devel-
9 opment
5 model. (L)
) 2. Participates
- n SYSte”?S 4. Participates 2. _Mc_)d|ﬁes
a engineering . existing
c . in/leads
o meetings o models and
tailoring
£ and pre- s creates new
a of policies,
) pares meet- rocedures models and
) ing minutes P " | ways of
> ' and tem- .
o to include lates. and integrated
o decisions Eelecti’on of software
£ made, open . engineering
o . applicable
- issues, and system
7] standards . ;
> other rel- for proiects engineering
“ evant dis- andp rg)— develop-
cussions, ran?s (P/L) ment mod-
and action 9 ' els. (C)

items. (A)
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Determines
o applicable
= policies,
o) procedures,
o2 standards,
E.T’ a_md guide-
oS lines and
] g tailors them
? 0 for an orga-
a _g nization’s
£EQ system and
3 software
(1]
> develop-
e ment mod-
els. (C)
1. Identifies
potential
stakehold-
ers by
c .
o éxamining 1. Develops
=] historical .
= . lists of 1. Develops
c 1. Assists data and 1. Prepares
C b . . stakehold- o new tech-
0 y locating | having ers and criteria for niques for
Q identified discus- . identifying | . ques T
- . . categorizes identifying
o stakehold- | sions with heir likel stakehold- kehold
Y |ers. (A appropriate | MeIMIKely ors (1) stakehold-
= interests. ers. (C)
5 personnel (P/L)
o inside and
outside the
systems
engineering

team. (A/P)
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

criteria. (P)

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
2. Attends
stakeholder
2. Arranges meetings 2. Leads
stakeholder and solicits | stakeholder
meetings. stakeholder | meetings.
(A) needs, (L)
wants, and
desires. (P)
2. Attends
3. Attends stakeholder
stakeholder | meetings to
meetings document
and takes stakeholder
c meeting needs,
S minutes. (A) | wants, and
B desires. (P)
1=
a 4. Follows 3. Leads 2. Develops
directions 3. Develops develop- 3. Facilitates | new meth-
-y ment of
o to prepare | elements SCenarios develop- ods, tools,
p- elements of the storv- ment of the |and tech-
o of the Concept of Y Concept of | niques for
(&) . boards, 8
Concept of | Operations. totvpes Operations. | concept
Operations. | (A) pr% YPes, (L) definition.
(F) and use ©)
cases. (L)
4. Obtains
stakeholder
consen-
sus on the
Concept of
Operations.
(L)
5. Develops
acceptance
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Attends
meetings 1. Establishes | 1. Establishes | 1. Establishes
and docu- the system |the system | organi-
ments the develop- develop- zational
system ment envi- | ment envi- | policies and
develop- ronment ronment procedures
ment envi- and identi- | and identi- | for system
E' ronment fies technol- | fies technol- | require-
= and tech- ogy con- ogy con- ments engi-
3 nology con- straints. (P) | straints. (L) | neering. (P)
£ straints. (P)
E’ 2. Modifies
existing
2 2. Procures , 2. Identifies | 2. Identifies | and devel-
c and oper- 1. Provides
g ates trace- | training on | >YStem- system- Ops nNew
£ - g ¢ level trace- | level trace- | methods,
[ ability tools | traceability i i
= ) ability ability tools, and
5 to establish | procedures . . .
- require- require- techniques
o and main- and tools.
(7] . ments and ments and for system
(-4 tain trace- (A) | | /
= ability. (P) tools. (P) tools. (L) require-
o ' ments engi-
E neering. (C)
n
.3' Follows 2. Assists 3. Participates | 3. Leads
instruc- : ;
) in develop- |in develop- | develop-
tions to
ment of ment of ment of
document
the system |the system |the system
the system . . .
. require- require- require-
requirement
specifica- _m_ent-s spec- _rl')ent_s spec- men'gs spec-
ification. (A) | ification. (P) | ification. (L)

tion. (F)
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Assists 4. Participates | 4. Leads
o 4. Documents | in devel- in devel- the devel-
5 plans, pro- | opment opment opment
£ o cedures, of plans, of plans, of plans,
o £ |and sce- proce- proce- proce-
'S o narios for dures, and dures, and dures, and
g g system scenarios scenarios scenarios
& '5, |integration, |for system |for system |for system
= u‘-: verification, |integration, |integration, |integration,
9 validation, verification, | verification, | verification,
“>’. and deploy- | validation, validation, validation,
0 ment. (A) and deploy- | and deploy- | and deploy-
ment. (A) ment. (P) ment. (L)
1. Assists in | 1. Participates
developl_ng in develop- 1. Leads
alternative |ing alterna-
. . . develop-
solution tive solution ment of 1. Develops
concepts concepts . policies and
alternative
and con- and con- ) procedures
) . solution
ducting ducting for system
concepts T
trade stud- |trade stud- . ; design in an
. ; ) - to identify .
ies to iden- |ies to iden- maior svs- organiza-
c tify major tify major ) Y tion. (C)
=) tem compo-
= system system
g nents. (L)
a compo- compo-
£ nents. (A) nents. (P)
% 2 I_Ddarticg%ates
iy In1dentity= 15 | eads/
- ing system -
2. Participates participates
: . compo- ; .
in making nents as in making
buy/build buy/build
decisi well as the i
ecisions ; decisions
interfaces .
for software for major
and rela-
compo- . . system
tionships
nents. (P) amon compo-
9 nents. (L/P)
compo-

nents. (P)
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Recom-
3. Assists mends buy/ | 3. Approves
in selecting | build deci- buy/build
components | sions for decisions
to be pro- software for soft-
cured. (A) compo- ware. (L)
nents. (P)
c i(')j?s;st'gfs 4. Procures
2 selected
w software
[0} software
a components compo-
£ to be pro- nents. (L)
9 cured. (A) )
(1]
>
Iy 5. Participates 4, Lt_ea_ds/ 2. Develops
in svstem participates | new
d y in system approaches
esign design to system
meetings to . .
S meetings to | design to
avoid iso- . 20
avoid iso- avoid iso-
lated stove-
ine units lated stove- | lated stove-
PP pipe units pipe units

of software.

(P)

of software.

(P/L)

of software.

©




84 SWECOM

Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

nents. (P/L)

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Leads/
participates
in meetings
to identify
and allocate | 1. Develops
1. Assists in require- new meth-
1. Documents identif in 1. Identifies | ments ods, tools,
allocable ying allocable (functional, |and tech-
allocable : .
and non- and non- and non- behavioral, | niques for
allocable allocable structural, require-
) allocable - X
require- require- require- quality) and | ments allo-
ments. (F) a ments. (P) interfaces cation and
ments. (A)
c to software | flowdown.
.g components | (C)
© and other
-] major sys-
< tem compo-
] nents. (L/P)
5 2. Attends
£ > Documents | Mmeetings 2. Participates
2 allocation and records |in meetings
= of require- | Minutes to allocate
Q mentqs to allocate require-
& (functional require- ments
behaviorall ments (functional,
structural " | (functional, | behavioral,
uality) alfld behavioral, | structural,
?nterf;/ces structural, quality) and
to software quality) and | interfaces
components interfaces to software
and [c))ther to software | components
maior sys- | components and other
ten'J1 con»': o- and other major sys-
nents (F[)) major sys- | tem compo-
) tem compo- | nents. (P)
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Participates | 3. Leads
in meetings | meetings
to refine to refine
require- require-
ments allo- | ments allo-
cated to cated to
software. software.
. (P) (L)
) 3. Develops
] bi-direc- 4. Leads
v tional traceabil-
[}
= 3. Operg_tes traceability | ity from
< traceability
between system
] tools and ;
4 system require-
5 generates - ts t
traceability require ments to
5 reports. (F) ments and software
= P ) software require-
= require- ments. (L)
&’ ments. (P)
4. Assists 4, Participates | 5. Leads in
in clarifying | in clarifying | clarifying
and refin- and refin- and refin-
ing require- | ing require- |ing require-
ments ments ments
allocated to | allocated to | allocated to
software. software. software.
(A) (P) (L)
1. Assists 1. Leads in L. _M9d|ﬁes
; ; existing and
in deter- determin-
w O . . . develops
5.5 mining and | 1. Determines | ing needed new meth-
3] document- | needed kinds of
R ) ods, tools,
a ing needed | software software
£ . and tech-
E3 kinds of compo- components niques for
8 c software nents. (P) for a project d
w component
compo- or program. engineer-
nents. (A) (L)

ing. (C)
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
2. Assists in 2. Leads the
1. Documents | L 2. Determines | buy/build
) determining : L
buy/build . buy/build decision-
- buy/build - -
decisions decisi decisions making
ecisions
for software for software | process for
for software
compo- COMDO- compo- software
nents. (A) P nents. (P) compo-
nents. (L)
o nents. (L)
: .
= 3. Establishes
0 2. Maintains 3. D(_evelops 3. D_evelops procedures
[} : and inte- and inte-
£ baselines rates soft- rates soft- to develop
o of software |9 9 and inte-
c ware com- | ware com-
w compo- grate soft-
ponents. ponents.
= nents. (A) (A/P) (P/L) ware com-
g ponents. (L)
4 4. Provides
= liaison from
S software
engineering
to systems
engineer-
ing and
other major
component
engineer-
ing. (L)
1. Modifies
5 . existing
% o |1.Assistsin 1. Participates | 1. Leads and pro-
©.= | ) . o ; . .
'61‘5 integration 1. Assists in integra- integration | vides new
9 E of software |in system tion of soft- | of software | methods of
S with other verification | ware with with other integrating
£ g system activities. other sys- system software
0T |compo- (A) tem compo- | compo- with other
7] g nents. (A) nents. (P) nents. (L) system
5 compo-

nents. (C)
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
2. Participates 2. Lga_ds/
; participates
T in system ;
c A in system
© verification A
I verification
g activities. R
O e (P) activities.
"2 (L/P)
fa )
o3
Q.
=EE 2. Assists : 3. Leads/
a5 in provid- 3 _Prowdes _part|C|p_ates
£> ing liaison liaison to in provid-
[ 9 software ing liaison
- to software
o component | to software
> component .
" . engineers. component
engineers. .
(A) (P) engineers.
(L)
- 1. Modifies
5 existing
E. 1. Operates | 4 5 ccists . 1. Leads/ and devel-
o tools for ; 1. Participates e ops new
= in perform- | ° participates
o perform- : : in simu- A methods,
8 |ing simu- :Q?ecsj'r:#& lated and :gtzlcgn:r;d tools, and
° lated and . live system | . techniques
c . live system live system
- live system tests. (A) tests. (P) tests. (P/L) for system
c tests. (F) ’ ) validation
=) and deploy-
o
© ment. (C)
S
T 2. Operates
> tools for 2. Assists 2. Participates | 2. Establishes
£ perform- in system in system system
S ing system | acceptance |acceptance |acceptance
c% acceptance |testing. (A) | testing. (P) | criteria. (L)

testing. (F)
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Table B17

Software Systems Engineering Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Serves
as liaison
o to software | 3. Leads/
7] component | participates
£ engineers in system
3’ during sys- | acceptance
a tem valida- | testing.
8 tion and (P/L)
o deployment.
& (P)
s 4. Leads
B in provid-
S ing liaison
T to software
> component
£ engineers
3 during sys-
whd
2 tem valida-
v tion and
deployment.
(P/L)
1. Participates
in identify-
o ing stake- .
E 1. Assists in | holders and 1._Est§bl|sh§s
= planning for | developing criteria an
© - procedures
a system sus- | a transition for system
+ tainment. plan and .
c : sustain-
0 (A) require-
£ ments for ment.
= operational
5]
= support. (P)
-
0 2. Leads/
g 2. Prepares | participates
o for opera- in planning
(? tional sup- | for system
port. (P) sustain-

ment. (L)




18. SOFTWARE QUALITY SKILL AREA

The software quality skill area consists of fundamental skills that
a software engineer needs to possess in order to produce a high-
quality product, which is defined as one that conforms to its require-
ments and satisfies user needs. In SWECOM, the software quality
skill area includes both software quality assurance and software
quality control, which includes verification and validation. Measure-
ment plays a major role in the areas of software quality assurance
and control. In this skill area, we only discuss the data collection
and data analysis portion of measurement as an activity in a spe-
cific skill topic. A complete treatment of measurement is covered in
the software measurement skill area.

Software Quality Assurance (SQA) includes all competencies
associated with ensuring a quality process. In other words, SQA
within an organization establishes a series of processes, methods,
standards, and techniques that are used throughout the organiza-
tion to develop high-quality products. SQA is also responsible for
implementing monitoring techniques to assure that established pro-
cesses, methods, standards, and techniques are followed. Finally,
SQA is responsible for implementing appropriate feedback loops
that prevent defects from being introduced into the product. Col-
lecting information and conducting root cause analyses continually
improves the organization’s ability to produce high-quality software
products in the future.

NOTE: For the purposes of this document, its treatment of
SQA is not comprehensive because some SQA processes are cov-
ered in other skill areas (for example, code source control in the
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construction skill area) or as other skill areas (for example, configu-
ration management).

Software Quality Control (SQC) includes all competencies associ-
ated with ensuring a quality product. In other words, an organiza-
tion ensures that the software product will meet its quality goals
through SQC. Software quality control may also be referred to as
Software Validation and Verification; there are, however, some
minor differences between the two terms.

Software Verification and Validation consists of fundamental
competencies that a software engineer should possess in order to
produce a high-quality product. Some of these competencies are
needed throughout the software development life cycle (for exam-
ple, reviews) and some are more specific to a specific phase of the
project (for example, testing, which is covered in the software test-
ing skill area).

Within software industries, some of the above terminologies have
been used interchangeably. The purpose of this competency model
is not to debate the proper use of these terminologies but to iden-
tify some of the major skills and corresponding activities that are
required of software engineers in order to deliver high-quality prod-
ucts. Table A presents the skill areas and corresponding activities
performed within those skill areas. Table B presents competency
levels for the activities. It is important to note that, in this docu-
ment, some of the activities associated with a specific skill may
belong to either SQA or SQC.

REFERENCES
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Table A18

Software Quality
Skill Sets

Software Quality Activities

Software Quality
Management (SQM)

Instill a culture of producing high-quality
products.

Establish and follow quality goals and quality
attributes.

Establish and follow a quality plan.

Identify, establish, follow, and verify
appropriate processes, standards, and quality
models that facilitate achieving quality goals
and attributes.

Identify stakeholders that have authority and/
or accountability for the process and product
quality.

Identify and use appropriate tools and
measurements needed to reach quality goals
and attributes.

Establish and execute corrective actions if
quality goals are not achieved.

Establish and execute appropriate continuous
improvement processes.

Establish and update requirement traceability
metrics and verification metrics.

Reviews (review,
walkthrough, inspection)

Plan, organize, and conduct appropriate review
meetings.

Participate as a member of the review team.
Collect and analyze appropriate data resulting
from the review.

Identify, assign, and perform necessary
corrective actions.

Audits (concentrate on
both product and process,
but are done by an
independent, internal or
external, organization)

Plan, organize, and conduct independent audits.
Collect appropriate data resulting from the
audit.

Collect and analyze data collected from the
audits.

Establish and implement appropriate
resolutions for identified problems.

Statistical Control

Identify and collect a set of quality data under
statistical control.

Identify a set of subjective and objective
variances for the data.

¢ Analyze collected data.

Establish and implement a set of control
processes.
Evaluate the effectiveness of the control
processes.
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The following notations are used in Table B18: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

Table B18
Software Quality Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Establishes 1. Creates
a culture )
1. Follows of produc- | néw and
1. Follows quality 1. Establishes | > P lit improved
defined standards quality mgéquatl Y quality
quality pro- | for the standards products practices
cesses and | product and | for the and of fol- for deliver-
: lowing . ;
standards. | supporting | product. lit ing high-
(P) processes. (P/L) quanity quality
—_ (P) processes products.
< across proj- ©)
o ects. (P/L)
:m: 2. Assists
c with estab-
9&’ lishing the 2. Selects
) appropriate appropri-
8 |infrastruc- ate SQM
c ture (such 2. Follows processes
E as defect defined that support 2. Creates
i . ) . new pro-
> tracking quality the identi- cesses. (C)
= tools) to models. (P) | fied quality '
3 support goals for
© | organiza- the project.
o tions’ qual- (P)
g ity goals.
g (A
(2 3. Identifies 3. Examines
3. Uses quality . and
appropriate | character- 2. I:T_ttabllshes assesses
tools and istics and g’éjanld:rds the effec-
resources attributes models aFwd tiveness of
to develop for the ! a specific
quality product and ?gfcizsgcsts SQM pro-
products. establishes (P/LI; ] " | cess across
(P) priorities. an organi-
(P) zation. (C)
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Table B18
Software Quality Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Analyzes
the advan-
4. Assists tggesand
e disadvan-
with iden- tages of 4. Makes
tification of | 4. Identifies 9 :
the differ- | the quality | 2terna- | recom-
: tive SQM mendations
ent quality | models that
processes related to
character- need to be .
g and tools organiza-
istics and followed for . -
. : that can be | tion-wide
attributes the project.
used for SQM pro-
= for the (P) oo
achieving cesses. (C)
= product. :
o (A/P) organiza-
\J tional goals
= for product
g quality. (P)
g 5. Creates/
8 5. Ensures | 5. Develops ?(glsllﬁ?—z—
© that prod- the Quality | 4. Develops P
b . cesses to
= uct-quality | Assurance the QA plan achieve
= goals are (QA) plan for the proj- | ...
= . ) higher-qual-
© achieved. for the proj- | ect. (L) .
3 ity products
o (P) ect. (P) and pro-
% cesses. (C)
E 6. Identifies
= 6. Collects | @PPropri- 5.Idepuﬁes
n - ate stake- organiza-
quality met- . 6. Proposes/
) holders tional mea- .
rics and Designs
who have sures that
prepares new tools
. author- support .
quality : g to improve
ity and achieving :
documenta- the achieve-
) account- product-
tion to be abilit ualit ment of
shared with Y 9 Y product-
. regarding goals .
appropriate quality
the qual- (across
stakehold- | . . goals. (L)
ers. (P) ity process projects).
and quality | (P/L)

product. (P)
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Table B18

Software Quality Skill Sets and Activities by Competency Level

Skill
Sets

Levels

Technician

Entry
Level

Practitioner

Technical
Leader

Senior
Software
Engineer

Software Quality Management (SQM)

7. Develops
and updates
an appro-
priate
traceability
matrix for
the product.

(P)

7. Identifies
appropriate
measures
that support
achieving
product-
quality
goals. (P/L)

6. Identifies
continuous
improve-
ment
opportuni-
ties across
projects. (L)

8. Identifies
appropriate
tools and
resources
that need
to be used
in order

to achieve
product-
quality
goals. (P/L)

9. Verifies
that quality
goals and
require-
ments are
met. (P/L)

10. Identifies
continuous
improve-
ment
opportuni-
ties across
the project.

(L)
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Table B18
Software Quality Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Assists
with neces-
sary logis-
tics associ-
ated with
reviews and
inspections,
including
but not lim-
Itaedn:(e)zéting 1. Participates | 1. Identifies 1. Creates
Io.gistics as an active | appropri- 1. Identifies néw or
! member of | ate review appropriate .
(P) . ; customizes
b. per- the review processes organiza- review pro-
f . team in needed to tion-wide
orming all der t hi . cesses to
appropri- order to achieve review meet orga-
achieve the | product- processes. o
" ate data Is of th lit P/L nizational
2 warehous- | 902@'s ot the jpquaity (P/L) needs. (C)
] ing, (P) activity. (P) | goals. (P/L)
5 and
x c. gen-
erating
appropri-
ate reports
associated
with the
meeting.
(P)
2. Identifies | 2. Conducts
g' Uses_ te appropriate | across-the- 2. Devel
cﬁggﬁﬁ:tas personnel organization néw r\éotOpS
that need to | data analy-
called for by participate | sis for the cause anal-
the review | oo iew purpose of ysis tech-
(()lg)gamzer. activities. root cause niques. (C)
(P) analysis. (P)
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Table B18
Software Quality Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Based
on the
review data,
identifies
gb;fggﬁfs 3. Identifies | appropriate
ate and appropriate coqecﬁve
accurate measures acqonsto
data that is that need to | be imple-
called for by be collected | mented _
the review as part of across proj-
organizer the product | ects for the
(P) ) review. (P) purpose
of achiev-
ing product
improve-
ment. (P/L)
(7]
2 :bsﬁggﬁifes 4. Identifies
S ate docu- appropri-
&) mentation ate artifacts
called for by | UNGer the
the quality
manage- ;onespond—
ment plan. | N9 check-
(P) list. (P)
5. Analyzes
5. Follows collected
appropriate groduct
practices ata for the
defined by purpose of
the quality roothuse
manage- analysis and
ment plan. asses§ment
(P) of review
effective-

ness. (P)
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results. (P)

Table B18
Software Quality Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
6. Identifies
appropri-
ate correc-
tive actions
n in order
5 to achieve
S product
o improve-
ment. (P)
7. Leads
the review
team. (P)
1. Establishes
audit infra-
structure by
identifying:
a. appro-
priate
organiza-
tion to
. conduct
L Establ_lshes 1. Plans, the audit,
7 the environ- . 1. Creates
- _ 1. Participates | orga- (P) dit
° ment nec in audits. nizes, and b. products new audi
3 essary to processes.
< (P) conducts and pro-
conduct the X ©
audit. (A/P) audits. (P/L) | cesses that
need to be
included in
audits, (P)
and
c. stake-
holders
receiving
the audit
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Table B18
Software Quality Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
2. Analyzes
2. Classifies | audit
issues iden- | results for
tified by continuous
audits. (P) improve-
ment. (P)
3
S 3. Establishes
S and imple-
g
ments
appropriate
resolution
strategies
for identi-
fied issues.
(P)
1. Establishes 1. Creates
the envi- 1. Collects 1. Identifies : difi
ronment a set of 1. Analyzes | a set of or modines
) ) organiza-
necessary quality data | the col- quality data tional sta-
for data col- | under sta- lected data. | under sta- tistical qual-
lection and | tistical con- | (L) tistical con- it cont?ol
warehous- | trol. (P) trol. (P) :Ztes ©)
§ ing. (P) 9 '
- 2. Identifies
8 a set of
= 2. Deploys | subjective
9 a set of and objec-
i control pro- | tive vari-
'ﬁ cesses. (P) | ances for
e the data.
(P)
3. Evaluates
the effec- 3. Analyzes
tiveness of | the col-
the control lected data.
processes. (L)

(A)
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Table B18

Software Quality Skill Sets and Activities by Competency Level

Levels

Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer

4, Establishes
and imple-
ments a set
of control
processes.

(P)

5. Evaluates
the effec-
tiveness of
the control
processes.

(P)

Statistical Control




19. SOFTWARE SECURITY SKILL AREA

Software security is a crosscutting skill area that affects the entire
software development and operation life cycle. It includes tech-
niques and processes to identify potential security vulnerabilities,
avoid such vulnerabilities in design and implementation, and dis-
cover them in software artifacts. It includes mimicking an attacker
and reviewing attack patterns. It also includes collecting and moni-
toring metrics to ensure that disciplined software development pro-
cesses are followed. Testing is included in a separate skill area.
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Table A19

Software Security
Skill Sets

Software Security Activities

Requirements

Identify security risks (such as misuse cases).
Create requirements that capture security
issues.

e Perform initial threat modeling.

Design

e Model threats and associated risks of new and
modified systems.

e Identify the attack surface of new and
modified systems.

e Follow recommended design principles to
create secure systems.

e Use appropriate, secure design patterns.

Construction

e Follow recommended secure coding principles
to avoid security vulnerabilities (such as buffer
overflow, input validation).

¢ Follow recommended coding standards to
avoid security vulnerabilities.

e Collect and monitor metrics for security

Process
assessment processes.
e Perform code reviews to identify security
. vulnerabilities.
Quality

e Use static analysis methods to identify
security vulnerabilities.
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The following notations are used in Table B19: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

(P)

Table B19
Software Security Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Creates
1. Identifies OF proposes
. new meth-
security
) ods for
risks (such .
. recogniz-
as misuse ing security
" cases). (P) vulnerabili-
= ties. (C)
°E’ 2. Creates
() require-
5 ments that
g capture
o security
issues. (P)
3. Performs
initial threat
modeling.
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(P)

Table B19
Software Security Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Follows
recom-
mended
design
principles
to create
secure sys- | 1. Models
tems (such | threats and
as provid- associated
ing multiple | risks of new
layers of and modi-
protec- fied sys-
tion, using tems. (P)
access con-
trol mecha-
g. nisms, and
? encrypting
g sensitive
data). (F)
2. Identifies
the attack
surface
(in other
words, the
gb;rsoepsri— areas of
potential
ate, secure
design pat- weakr_1ess
terns. (F) exploited by
attackers)
of new and
modified
systems.
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Table B19
Software Security Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Follows
recom-
mended
secure cod- | 1+ Selects 1. Establishes
ing prin- orestab- | janiza- 1. Creates
ciples to lishes proj- | 1 coding | "W coding
avoid secu- | & coding standards standards
rity vulner- standards to avoid to avoid
abilities to av9|d security security -
(such as security |\ iinerabili- | Yulnerabili-
buffer over- | vulnerabili- 1 . o (L) ties. (C)
flow, input ties. (P)
validation).
(F)
2. Follows
c recom-
o mended
= coding
o standards
T to avoid
5 security
© vulner- 2. Reviews
abilities a|.1d
(such as approves
validating cgging
input and standards
preventing -
exception to aV(.)'d
handling security -
mecha- v_ulnerablll-
. ties. (P)
nisms from
revealing
too much
information
about appli-
cations and
systems).

(F)
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ties. (P)

Table B19
Software Security Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
.1. Assists 1. Fpllows 1. Establishes
in the col- project i ati
A lection of standards organization
n . - standards
] metrics for | in the col- .
o ) . for security
<] security lection of
S . assessment
o assessment | security
processes.
processes. | assessment (L)
(A) metrics. (F)
1. Performs 1. Selects
1. Assists in ccl)de appropriate 1. Creates
the instal- : static analy- ) .
lation of reviews sis tools new st_atlc
. to identify . . analysis
static analy- : to identify hod
sis tools. security . security methods or
> (A) vulnerabili- vulnerabili- tools. (C)
= ties. (P) .
g ties. (P/L)
(o4 2. Uses
static analy-
sis methods
to identify
security
vulnerabili-




20. SOFTWARE SAFETY SKILL AREA

The quality of safety-critical systems (systems in which human life,
health, property, or the environment is at risk) is essential. Modern
system safety is based on analysis of system functionality and identi-
fication of hazards, risks, and acceptance criteria. Such analysis and
identification result in specific safety requirements that need to be
considered in order to guide subsequent design and implementation.

The safety process must be comprehensive, with structured objec-
tives that require rigorous engineering evidence to verify safety
functionality, which must be deterministic and result in a system
with acceptable risk for its intended operating environment. Devel-
opment of safety-critical systems must address functional hazard
analyses and include detailed specification, design, and implemen-
tation artifacts at all levels.

REFERENCES
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[Vincoli 2006] J.W. Vincoli, Basic Guide to System Safety, Wiley,
2006.
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Table A20

Software Safety
Skill Sets

Software Safety Activities

Requirements

e Conduct formal system hazard analyses.

e Identify safety requirements and verify their
completeness.

e Assure that safety requirements are correct
and realizable.

Design

e Propose and select design solutions to assure
the hazards are mitigated.

e Analyze design risk from a safety perspective.

e Verify completeness and correctness of the
design from a safety perspective.

e Ensure safety requirements are met.

Construction

e Select project coding standards to assure code
safety.

e Implement code components and their
interfaces, considering safe coding practices to
avoid safety violations.

e \Verify that the safety aspects of a design are
implemented in the produced code.

Testing

e Perform testing to assure safety requirements
are met.

e Use industry guidelines and established
organization standards for safety validation
and verification.

Process

e Use established organization standards for
safety assessment and selection of safety
criteria.

e Identify artifacts required to establish a safety
case.

e Use industry criteria to verify the
completeness of the safety requirements.

Quality

e Collect data and report about the safety
aspects of the product and process.

e Analyze quality management (QM) data to
assess and manage the overall project quality,
with a focus on safety aspects.
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The following notations are used in Table B20: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

able. (L)

Table B20
Software Safety Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Using
1. Assists tools, con- 1. Verifies
in collect- 1. Creates | ducts for- complete-
ing data for and_ve_rlﬁes mal system | ness and
the creation preliminary | hazard correctness
of a hazard hazard lists. | analyses of safety
list. (F/A) (A/P) verifying require-
) safety mod- | ments. (/L)
els. (P)
2. Assists 2. Uses
in the iden- | software
4] tification of | tools to
5 top-level build safety
£ mishaps models
o and their (FTA, ETA,
= causes. FMEA).
o (F/A) (A/P)
e 2. Interacts
with sys-
) tem and
\?v.itﬁstsrlmzts 3 Assists B soft_ware
installation | ™M sa_fety 2. Identifies | engineers
of safety require- safety to assure
and reli- ments iden- | require- that safety
ability tools tification. ments. (P) require-
(F/A) "1 (F/A) ments are
complete
and realiz-




Software Safety Skill Area 111

Table B20
Software Safety Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Assures é;c:g?tes
] that safety poggs new
o require- methods
£ ments are for safet
o included in assess-y
5 the over- it
o I t ment, miti-
o all system .
(-7 require- gation, and
9 verification.
ments. (P) (©)
1. Implements 1. Verifies
. . . 1. Creates
1. Assists in | design solu- complete-
; e - 1. Proposes or pro-
identifying | tions to ness and
A and selects poses new
mitigation assure that . correct- )
. design solu- design solu-
techniques |the hazards | . ness of the .
! . tions to ; tions, lead-
for defined | are miti- design, .
assure the ) . ing to the
safety gated and including .
. hazards are increased
require- the safety - safety haz-
. mitigated. safety
ments. require- ards and
(P) of new
(F/A) ments are safety qual- designs. (C)
met. (A) ities. (P/L) gns.
2. Supervises 2. Leads the
the design p;‘oject in
c > F team. .
o . Follows Anal deciding the
) the recom- \nalyzes proposed
o] risk and .
a mended - architec-
design prin- verines tural solu-
. design from | ,.
ciples. (P) tions to
a safety mitigate
perspective. h
azards. (L
(P/L) o
2. Leads the
project in
deciding the 3. Evaluates
proposed risk related
architec- to design
tural solu- for safety.
tions to (P/L)
mitigate

hazards. (L)
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Table B20
Software Safety Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Implements
large code
components | 1. Implements .
and their the archi- L Estqbllshes 1. Creates
: organization
interfaces, |tecture and new stan-
S - standards
considering | design to ¢ dards to
X 0 ensure
safe coding | ensure code ensure code
- code safety.
practices to | safety. (P (L/C) safety. (C)
g avoid safety |/ L)
= violations.
s (A/P)
)
whd
2 2. Manages 2. Oversees
o the inter- and veri-
(&) faci fies that
acing of
| the safety
arge code
aspects of
components .
. . the design
with special .
: are imple-
attention )
mented in
to poten-
. the pro-
tial safety
. duced code.
issues. (P/L) (L)
1. Contributes
expertise
1. A_55|sts ' 11, Performs | 1. Selects 1. Establishes to establish
the installa- ) . . new orga-
. testing appropri- organization | .- _..
tion of tools . . nization
o . using tools | ate testing | standards o
c and infra- . . guidelines
= with a focus | techniques | for safety
- structure . related to
n on safety to assure valida- )
ol for safety . . testing the
= . require- the safety tion and
require- . e safety of
ments. of the appli- | verification.
ments test- (A/P) cation. (P) (L/C) software-
ing. (F/A) ) intensive
applica-
tions. (C)
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Table B20
Software Safety Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
2. Applles 2. Manages
applicable )
- the proj-
industry ect. bein
standards ! 9
o to assure responsible
-E that the for overall
b safety and
2 product meeting
meets .
industry lnc!ust.ry
safety crite- ?Sldellnes.
ria. (P)
1. Identifies | 1. Contributes
1. Assists in artifacts to and
: required to | verifies the | 1. Leads the
the collec- )
. establish complete- safety team
tion of data .
: the safety ness of the | responsible
to establish -
- case, fol- safety case, | for the proj-
the project . .
lowing following ect safety
safety case. | . d | d L
(F/A) industry se ecte case. (L)
a standards. industry
8 (A/P) criteria. (P)
o 2. Establishes
o organization

standards
for safety
assessment
processes
and selec-
tion of
safety crite-

ria. (L/C)

1. Contributes
expertise

to estab-
lish better
means of
assessing
safety. (C)
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(P/L)

Table B20
Software Safety Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Contributes
. expertise
1. Supervises -
: 1. Manages | to improve
. 1. Collects | collection
1. Assists the over- means of
> ; safety QM of QM data : -
= in the col- . all project measuring
= . data and and their . )
© lection of L quality with | and estab-
3 reports the | compatibil- L
o safety QM project sta- | ity with the a focus lishing the
data. (A) tus. (A/P) safety case. | ON safety safety qual-
) Y " | aspects. (L) | ity of the

product and
process. (C)




21. SOFTWARE CONFIGURATION
MANAGEMENT SKILL AREA

According to IEEE Standard 828-2012, configuration management
is the discipline of applying technical and administrative direction
and surveillance to identify and document the functional and physi-
cal characteristics of a configuration item, to control changes to
those characteristics, to record and report change processing and
implementation status, and to verify compliance with specified
requirements [IEEE 828-2012]. According to the Software Configu-
ration Management KA in the SWEBOK Guide [SWEBOK 2014], the
elements of software configuration management include:

Software configuration identification
Software configuration control

Software configuration status accounting
Software configuration auditing

Software release management and delivery

Skills for each of these elements and the associated activities are
indicated in Table A21. The following acronyms are used in Table
A21 and throughout this skill area:

SCM: Software Configuration Management
SCMP: Software Configuration Management Plan
SCI: Software Configuration Item

SDLC: Software Development Life Cycle
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Table A21

Software Configuration
Management Skill Sets

Software Configuration Management
Activities

Plan SCM

Determine organizational context for and
constraints on SCM.

Identify software components to be controlled
by SCM.

Design data and code repositories.

Plan versioning procedures for path branching
and path integration.

Develop/adopt a change control process.
Identify and procure SCM tools.

Establish SCM library.

Develop SCMP.

Conduct SCM

Follow SCMP.

Use SCM tools.

Control path branching and path integration
during development.

Generate, classify, and manage problem
reports.

Maintain and update SCM baselines.
Prepare SCM reports.

Conduct SCM audits.

Manage Software
Releases

Develop software release plan.

Identify and procure software release tools.
Use software release tools.

Produce software releases.

Design and implement tools and procedures
for generating patches to be delivered.
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The following notations are used in Table B21: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

Table B21

Software Configuration Management Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
. . 1. Participates | 1. Determines
éeéﬁﬁﬁr\m in deter- constraints
impact of 9 mining and impacts
corF\)straints impact of of con- 1. Develops
1. Operates on SCM constraints | straints new ways of
SCM tools. imposed on SCM on SCM organizing
(F) b P olicies imposed imposed to perform
yp " | by policies, | by policies, | SCM. (C)
contract
and SDL’C contract, contracts,
(A) ' and SDLC. and SDLC.
(P) (L)
=
O 2. Operates 2. Adc_)pts
7)) . . . an exist-
c and main- 2. Assists in ing way of 2. Develops
] tains the developing, | 2. Develops oraanizin new tem-
o SCM library | updating, and main- forgSCM agnd plates and
under tech- | and main- tains the tailors a ways of
nical leader |taining the |SCMP. (L) template for planning for
?IL:J)perwsmn. SCMP. (A) the SCMP. SCM. (C)
(L)
3. Provides | 3. Assists 3. Specifies 3. Develops
measure- in specify- tHe ECM new mea-
ment data ing the SCM sures and
measures
for SCM measures to be used measure-
measures. to be used. (L) " | ments for
(P) (A) SCM. (C)
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Table B21

Software Configuration Management Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
4. Participates 4;022Ye|0ps
4. Assists in | in iden- 4. Identifies gures for
identifying | tifying SCIs and identifvin
software SCIs and the rela- SCIs a¥1dg
configura- the rela- tionships
o . . the rela-
tion items tionships among tionships
(SCIs). (A) | among them. (L) amongp
them. (P) them. (C)
5. Specifies
= 5. Assists new SCM
O ; ; i tools and
(7] in selecting | 5. Procures | 5. Specifies wavs of
= and procur- | SCM tools. SCM tools. s
(] . combin-
o ing SCM (P) (L) ing existing
tools. (A) SCM tools.
©
6. Sets up 6. Specifies
an SCM the tem- 6. Specifies
library for plate for, néwpwa s of
a project and super- or aniziy;m
under tech- vises set- SCgM Iibragr—
nical leader ting up, the ies. (C)
supervision. SCM library. )
(L) (L)
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Table B21

Software Configuration Management Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
. 1. Revises
1. Tailors existing and
and adopts develops
mecha- new mecha-
1. Evaluates | "'°M2 fgr nisms for
1. Operates | 1. Implements | _° requesting, -
and reports requesting,
tools to and docu- to CCB the evaluat- evaluat-
generate ments ; ing, and )
SCM status | approved impacts of approving ing, and
. proposed approving
and audit changes to software

changes to software

reports. (F) | SCIs. changes,

SCIs. (P) including Fhanges,
cevations | NS,
and waiv- | on g waiv-
ers. (P) ers. (O)

= 2. Generates, | 2. Generates, | 2. Generates, . 2. Develops
O - o o 2. Appoints
) classifies, classifies, classifies, new mecha-
- ! ! ! members .
3] and man and man and man nisms for
and con-
3 ages prob- | ages prob- | ages prob- SCM status
° venes the .
g lem reports. | lem reports. | lem reports. CCB. (L) accounting.
o (F/A) (P) (L) ' ©
3. Assists
in using
adopted
mecha-
nisms for 3. Use_s 3. Leads 3. Develops
X established . new pro-
requesting, CCB in
evaluat- procedures making yes/ cesses and
ing, and for popu- no decisions | Procedures
approving lating and on change for gen-
software maintaining requests erating
changes the SCM (Lf' | scM audit
including library. (P) reports. (C)
deviations
and waiv-

ers. (A)




Software Configuration Management Skill Area 121

Table B21

Software Configuration Management Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
4. Assists
in estab-
lishing and
maintaining
the mecha-
nisms for
recording
and report- ‘el;;thJaT;Iaisshed 4. Ensures
ing SCM mecha- that
informa- nisms to approved
tion and record and changes
generating report SCM are made
SCM audit information and docu-
reports. (A) (P) " | mented. (L)
Provides
s SCM audit
8 reports
- as sched-
S uled and
2 requested.
P)
S (
5. Maintains
5. Develops | mecha-
and tailors nisms for
tools for recording
generating | and report-
SCM audit ing SCM
reports. (P) | information.
(L)
6. Establishes
and main-
tains mech-
anisms for
generating
SCM audit

reports. (L)
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Table B21

Software Configuration Management Skill Sets and Activities
by Competency Level

©

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Modifies
existing and
develops
1. Operates 1. Participates | 1. Participates new for-
tools : ; 1. Develops
. in develop- |in develop- mats and
to build . . software
ing software | ing software procedures
software | | release for imol
releases. reiease reiease plans. (L) or Imple=
w (A/P) plans. (A/P) | plans. (P) menting
- software
g release
E plans. (C)
o 2. Uses 2. Participates 2. Modifies
= software o Pe 2. Leads the existing
o in the build- .
3 release ina and building and and creates
& | tools to g an verifying new tools
[} verifying -
0 produce of software of software for building
(] software releases. software
o releases.
2 releases. (P) (L) releases.
© (A) ©
= 2. Modifies
existing 3. Participates
and creates | in the 3. Implements
new tools building of - IMp
S release
for building | software
plans. (P)
software releases.
releases. (P)




22. SOFTWARE MEASUREMENT SKILL AREA

Measurement is foundational to the engineering disciplines, includ-
ing software engineering. Measurements are used to quantify attri-
butes of processes and products for the purposes of assessing
progress and providing indications of real or impending problems.
Measurement is a crosscutting skill area that applies to each of the
other skill areas in this competency model. To be effective, measure-
ment activities are planned prior to implementation and adjusted as
necessary during implementation to improve effectiveness.

Planning at the project level includes identifying measurement
needs, selecting measures and measurement scales, establishing
data collection and analysis methods, setting target values and
thresholds, and other planning activities, which are listed in Table
A22. Measurement planning skills at the organizational level are
also included. Plans are then implemented to perform measure-
ment activities. Planning and performing measurement includes the
activities listed in Table B22.

The skills and activities in this skill area apply equally to mea-
surement of management attributes, such as schedule and budget.
The emphasis of this skill area, however, is on measurement of pro-
cess and product attributes. Process attributes to be measured may
include items such as the percent of effort for various work activi-
ties, levels of rework for various work products, and so forth. Prod-
uct measures may include items such as work products completed,
rate of defect discovery and defect correction, and so forth. See the
cited references for more information on process and product mea-
sures and measurement.
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Table A22

Software Measurement

Skill Sets Software Measurement Activities

Identify measurement needs.

Define measures.

Select measures and measurement scales.
Establish data collection and analysis methods.
Set target values and thresholds.

Establish report formats and reporting
procedures.

Identify measurement tools.

Procure and install measurement tools.

e Plan for data storage.

Plan Measurement Process

¢ Use measurement tools and manual
procedures to collect data.

Validate collected data.

Retain valid data in a repository.

Generate and distribute reports.

Identify and recommend improvements to the
measurement process.

Perform Measurement
Process
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The following notations are used in Table B22: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

Plan Measurement Process

1. Participates

Table B22
Software Measurement Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Defines

attributes of
the process

in identify- | 4 product
ing mea-
measures
sures for an
organiza- to be used
tion. (P) througho_ut
an organi-
zation. (C)
1. Participates | 2. Leads
in identify- | identifica- 2. Develops
ing mea- tion of mea- | new ways
surement surement to iden-
needs for a | needs for a | tify mea-
project or project or surement
program. program. needs. (C)
(P) (L)
2. Assists 3. Defines
; . 3. Selects
in selecting new mea-
measures
measures sures and
and mea-
and mea- measure-
surement
surement scales. (L) ment
scales. (A) ' scales. (C)
4. Reviews
3. Establishes | and 4. Develops
data col- approves new data
lection and | data col- collection
analysis lection and | and analysis
methods. analysis methods.
(P) methods. (®)

L
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(A)

Table B22
Software Measurement Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
4. Participates
in setting 5. Sets tar-
target val- | get values
ues and and thresh-
thresholds. | olds. (L)
(P)
.5' Part|C|p_ates 6. Establishes | 5. Develops
in establish- f
ing report report for- new report
mats and formats and
formats and . :
. reporting reporting
reporting
w procedures. | procedures.
w procedures.
9 > (L ©)
g (P)
et 7. Reviews
.?'_, 6. Identifies | and 6. Develops
c new mea-
o measure- approves surement
£ ment tools | measure-
(7} tools and
& and manual | ment tools
3 manual
" procedures. | and manual d
ol (P) rocedures. | Procedures.
] b 1
= (L)
5 8. Reviews
; peste |7 pnstor |20
data stor-
data stor- age. (P) plan for
age. (A) ge. data stor-
age. (L)
|2n sAeSISelzttiSn 8. Selects 9. Approves
data col- 9 | data col- data col-
lection and lection and | lection and
analysis analysis analysis
methods methods. methods.
' (P) (L)
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Table B22
Software Measurement Skill Sets and Activities by Competency Level
Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
- 3. Assists in
c
9 , | 1. Procures | identifying %eiilfrcet_s i?é?spuﬁ_?yes
- 5 @ | and installs | measure- | |
8 28 | measure- ment tools ment tools ment tools
o 30 and manual | and manual
»w & | ment tools. | and manual
© o procedures. | procedures.
[} (L) procedures. |, A\
1. Periodically
reviews
1. Leads methods,
P dinates the | techniques
ment tools | cedures to measure- used to
to collect collect data. ment pro- perform the
data. (P) (P) cess. (L) measure-
a ment pro-
Y cess. (C)
g 2. Modifies
- existing and
c
] 2. Approves develop;
£ tactical new review
o 2. Maintains | 2. Assists in . . methods,
L ) A 1. Validates | improve-
= valid data validating tools, and
7} . . collected ments to .
T in a reposi- | collected techniques
§ tory. (P) data. (A) data. (P) the mea- used to
' ' surement erform the
£ process. (L) ﬁ'\easure—
2]
= ment pro-
& cess. (C)
3. Identifies
and rec-
3. Generates | ommends
and distrib- | improve-
utes reports | ments to
(P) the mea-
surement

process. (A)







23. HUMAN-COMPUTER INTERACTION
SKILL AREA

Design of human-computer interaction (HCI) and of user interfaces
has been traditionally regarded as part computer science and part
human factors. Software engineers have, by necessity, become
increasingly involved in the development cycle of HCI analysis,
design, implementation, evaluation, and deployment because the
user interface is often the difference between a successful product
and a product that is either difficult to use or not used at all. To the
user, the interface is the system.

This skill area covers skills and activities specific to the develop-
ment of HCIs. There is, however, a great deal of similarity to other
skill areas. For example, requirements elicitation for HCIs has much
in common with conventional elicitation but there are some require-
ments-gathering skills that are particular to the development of
human-computer interfaces. Some activities are unique to HCI, for
example, the activities of interaction style design.
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Table A23

Human-Computer
Interaction Skill Sets

Human-Computer Interaction Activities

Requirements

Identify stakeholders who provide HCI
requirements.

Determine a process model for HCI
development.

Select HCI-related tools.

Identify target users and their attributes.
Develop user interface requirements.
Identify constraints on user interface
implementation.

Prototype to elicit requirements.

Specify applicable standards.

Identify interface requirements between the
user interface and system components.

Interaction Style Design

Identify metaphors and conceptual models.
Identify interaction mode(s).

Document primary and exception use case
scenarios.

Develop interaction dialogs.

Develop models and prototypes for interaction
flow.

Design input error handling.

Establish two-way traceability to user interface
requirements, test scenarios, and test cases.
Refine existing and develop new prototypes.
Design technical interfaces between the user
interface and other system components.

Visual Design

Design page/screen layout.

Select icons.

Design menus.

Select color theme, font styles, and sizes.
Develop mock-ups and sketches of screens.

Usability Testing and
Evaluation

Test user interface with a usability checklist.
Conduct heuristic or expert evaluations.
Identify and obtain representative test subjects.
Design usability tests.

Conduct usability tests with users.

Analyze and report the results of usability
testing.

Accessibility

Determine accessibility needs of special
needs users (such as color-blindness, physical
disabilities, hearing or vision loss).

Test for special-needs user accessibility.
Utilize tools and techniques to provide
accessible interface elements.
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The following notations are used in Table B23: Follow (F), Assist
(A), Perform (P), Lead (L), Create (C).

Table B23

Human-Computer Interaction Skill Sets and Activities
by Competency Level

butes. (P)

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Reviews 1. Modifies
1. Identifies | identifi- 1. Coordinates existing and
. . | creates new
stakehold- cation of work activi- methods
ers to pro- | stakehold- ties for
. and tools
vide HCI ers to pro- | stakeholder
. . - . for stake-
require- vide HCI identifica- .
: . holder iden-
ments. (P) require- tion. (L) ificati
ments. (P) tification.
©
2. Determines
2. Assists which pro-
; ! cess model
in selecting
approach
a process X
- will be used
e model for by the HCI
£ HCLinter- | .Y
team to
= face devel- devel h
o opment. (p) | d€veoP the
'g ) interface.
o (L)
<
3.Recom- 3. Selects
mends HCI
HCI tools
tools for .
. for project
project use. use. (P)
(A) '
4. Reviews e
. 2. Identifies | target user 9
1. Assists . e creates new
o : target users | identifica-
in identify- - : methods
. and their tion and
ing target . - and tools
attributes. describes
users. (A) : for target
(P) their rel- . .
evant attri- user identi-
fication. (C)
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Table B23

Human-Computer Interaction Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Assists 5. Leads 4. L.eads
o . ; . review and
in identify- | identifica- :
. . refinement
ing user tion of user
. . of user
interface interface .
. . interface
require- require- require-
ments. (A) ments. (L) ments. (L)
2. Follows . 6. Reviews
directions 4. Designs and refines e
to create and creates rototvpes 3. Modifies
simple bro- prototypes Eests f:;[: ! existing and
tot P espfor for use clicita- creates new
usey[l)n elic- | In elicit- tion, and methods
iting user ing user reﬁrlles user and tools
Iting interface . for proto-
") interface . interface !
e . require- . typing. (C)
c require- ments. (P) require-
g ments. (F) ) ments. (P)
2 7. Uses
3 prototypes
8 to elicit and
x refine user
interface
require-
ments. (P)
8. Identifies
technical
mterface 5. Identifies
require- ;
constraints
ments
on user
(between )
interface
the user impl
interface Imp emeLn-
and system tation. (L)
compo-

nents). (P)
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Table B23

Human-Computer Interaction Skill Sets and Activities
by Competency Level

(A)

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
9. Designs
the details 6. Defines -
of the the techni- :kizlgr?m:id
technical cal interface 9
. . creates new
interface require-
. methods
[} require- ments
e and tools
c ments (between for specify-
qE’ (between the user in tgchn?i
[ the user interface caglj interface
'S interface and system .
_ require-
g and system | compo ments. (C)
& compo- nents). (L) )
nents). (P)
7. Selects
applicable
standards.
(L)
1. Follows
instruction . -
to assist 1. Documents L. Revu_ews 1. Leads 1. _Mc_)d|ﬁes
. and refines existing and
in docu- use cases, and coor-
c menting scenarios US€ cases, dinates creates new
2 - >’ | scenarios . . methods
") use cases, interaction - ! interaction-
b . . interaction . and tools
a scenarios, dialogs, dialoas style design for interac-
) interaction and story- and sgto’r _ activities. tion-stvle
> dialogs, boards. (P) y (L) -ty
& and story- boards. (L) design. (C)
g boards. (F)
b 2. Assists o
O
© in identify- 2 Idgnhﬁes 2. Selects
. . . user input .
9 2. Assists in | ing user errors and refines
S identifying input errors user error
. and error .
user input and error handlin handling
errors. (A) handling 9 approaches.
approaches.
approaches. (P) (P)
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Table B23

Human-Computer Interaction Skill Sets and Activities
by Competency Level

4, Establishes
two-way

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Applies
3. Assists in metaphors | 3. Selects
; s and concep- | metaphors
identifying
. ) tual models | and concep-
interaction .
modes. (A) to define tual models.
) interaction | (L)
style. (P)
4. Works
with the
system 2. Modifies
design team o
- existing and
e to establish
- 4. Identifies creates new
) component
o and refines interfaces methods
) interaction and tools
o between )
(= modes. (P) for interac-
the user )
9 interf tion-style
4 interface design. (C)
b and system
c compo-
9 nents. (L)
wd
o
©
}
7]
wd
c
=]

3. Documents
two-way
traceability
to require-
ments and
to test
cases and
test scenar-
ios. (P)

traceability
between
use cases,
scenarios,
interaction
dialogs, and
storyboards
and spe-
cific user
interface
require-
ments and
acceptance
criteria. (P)
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Table B23

Human-Computer Interaction Skill Sets and Activities
by Competency Level

designs. (L)

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
cc 4. Follows
0. |directions 5. Reviews
50 |t 5. Develops -
o] o develop nterf and refines
© A |orrefine ertace interface
] . prototypes.
89 |interface prototypes.
c2 rotot (P) (P)
-8 p ypes.
(F)
1. Modifies
. 1. Revises/ | existing and
|1n dAes:iIStnsin 1. Designs approves creates new
a e/s?:ree?'\ page/screen | final page/ | methods
IF; %ut (A) layout. (P) screen lay- | and tools
yout. outs. (L) for visual
design. (C)
_2. As5|st_s 2. Selects 2. Revises/
in selecting : approves
from exist. | O™ €Xist- |- ons and
c C ing icons . -
2 ing icons ; identifies
7} ; and designs .
b and design- new iCons new icons
Q ing new P) " | as needed.
§ icons. (A) (L
A 3. Assists 3. Selects 3. Revises/
> in select- célor approves
ing color theme. font color
theme, font ! theme, font
styles, and
styles, and ! styles, and
k font sizes. k
font sizes. (P) font sizes.
(A) (L)
. 4. Reviews
idl',]' ':‘fesr']its 4. Designs | and refines
design. (A) menus. (P) | menu
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Table B23

Human-Computer Interaction Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
5. Reviews
selections 5. Approves
for color visual
theme, font | design com-
styles, and | ponents
font sizes, and reviews
and checks | design with
= selection stakehold-
i) against ers and/
a applicable | or target
" standards. users. (L)
3 (P)
=
> 1 FOHOV.VS 6. Reviews
mstrur_:tlo_ns 5. Creates and revises
to assist in mock- mock-
gl'f]emcorslitlon ups and ups and
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slfetches (P) with stake-
) holders. (P)
(F)
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c
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H testing. (C)
° (L)
£ 2. Assists in e
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. tative test
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= subjects p ) usability
‘| rom the .
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& target user target user (L)
) group. (F)

group. (A)
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Table B23

Human-Computer Interaction Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
3. Reviews
results of
3. Assists g:glcksuzt
in obtaining and Zec-
test sub- ommends
jects. (A) design
changes.
(P/F)
S 4. Obtains 3. IApprove?
5 test sub- selection o
g iects. (P) test sub-
- : ) jects. (L)
@& | 1. Writes 4. Reviews
© user tests 4. Assists . - !
c . : 5. Designs refines, and
© that evalu- | in design- - S
. s usability finalizes
=) ate user ing usability -
c b . tests. (P) usability
= ehavior. tests. (A)
k7 tests. (L)
0 (A)
= 2. Assist
> <. NSSISLS 5. Conducts .
= in conduct- usabilit 6. Supervises
) ing usability 4 usability
© tests and ;
" tests and testing.
5 . collects
collecting data. (P) (P/L)
data. (A) )
7. Makes 5. Reviews
3. Follows recom- and
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in analvz- results of based on recom-
in releIts usability analysis mendations
ofgusabilit testing. (P) | of usabil- and results
testin (F»; ity testing of usability
g- results. (P) |testing. (L)
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Table B23

Human-Computer Interaction Skill Sets and Activities
by Competency Level

Levels
Senior
Skill Entry Technical Software
Sets | Technician Level Practitioner Leader Engineer
1. Develops
. . new tools
L. ASSIStS in | 4 pgentifies | 1+ Leads and tech-
identifying - and coor- .
- accessibility | . niques for
accessibility dinates L
needs for - providing
needs for ; accessibility .
. user inter- A accessible
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faces. (P) interface
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25. APPENDIX B:
SWECOM INTENDED AUDIENCES

The intended audiences for this software engineering competency
model (SWECOM) include individual software and systems engi-
neering practitioners, their managers, and workforce planners.
Others who may also find these models useful are indicated.

e Software engineering and systems engineering practitioners
will use SWECOM for self-evaluation, self-improvement, and
career planning. In addition, practitioners can use a com-
petency model to provide guidance in selecting academic
programs and training classes. SWECOM can also provide a
framework for discussions with leaders and supervisors.

e Managers of practitioners will use SWECOM to select skills
at various skill levels and group them into job roles and job
descriptions, to establish performance criteria, to establish an
objective basis for performance evaluations and development
of career paths for individual practitioners, and to perform
gap analysis.

e Work force planners will use SWECOM to develop skills inven-
tories and perform gap analysis, to prepare workforce devel-
opment plans, to define career ladders, and to select and hire
employees, contract personnel, and contractor organizations.

e Curriculum designers and other software engineering edu-
cation researchers will use SWECOM to design competency-
based education and training curricula.
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Others who may find SWECOM useful include

IEEE Computer Society: for standards preparation, services
to industry (training and consulting), curriculum develop-
ment, assistance to schools and industry for development
and assessment of professional development programs, and
as a source of authoritative credentials and credibility in the
computing professions.

Other professional societies: to determine common interests,
overlaps, and boundaries.

Legislative and legal bodies: to provide guidance for licensing
criteria.

Regulatory agencies: to provide guidance in establishing reg-
ulations that impact the health, safety, and welfare of the
general population.

Others: to find novel uses for SEWCOM not envisioned by the
developers.

Society at large: to use as a model for increasing the number
of competent software and systems engineering professionals.



26. APPENDIX C:
SWECOM USE CASES

USE CASE #1.:
Organization Using SWECOM to Create a New Hire Job
Description and Screen Job Candidates

Goal: An organization will use SWECOM to create a job description
and hire personnel.

Actors: A hiring manager and human resource personnel

Preconditions and Assumptions:
1. There is a need to hire additional personnel with specific
competencies.
2. The organization has access to SWECOM and the Staffing Gap
Analysis worksheet.

Trigger: There is a need to hire additional personnel with specific
competencies.

Normal Flow:
1. A manager has identified a need for additional personnel.
2. The manager uses SWECOM and the Staffing Gap Analysis
worksheet to identify the needed skills.
3. The manager, in collaboration with human resource personnel,
develops a job description to be posted.
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4. Human resource personnel conduct an initial screening of appli-
cants, using the job description and competency model as a
guide.

5. The manager and/or human resource personnel use SWE-
COM to choose the best candidate who meets the needs of the
organization.

Post Conditions:
1. The organization has identified the needed skills.
2. The organization has hired an employee who best matches the
needed skills.

USE CASE #2:
Employee Using SWECOM for Self-Improvement

Goal: An employee will use SWECOM to evaluate his or her soft-
ware systems engineering competencies for the purposes of self-
evaluation and improvement.

Actor: A software engineer working in a software industry.

Preconditions and Assumptions:
1. The employee has identified an interest in software systems
engineering.
2. The employee has access to SWECOM and the Individual Gap
Analysis worksheet.

Trigger: The employee wants to conduct a self-evaluation of his

or her own capabilities in software systems engineering and/or is
interested in improving his or her capabilities in software systems
engineering in order to reach a higher level of competency.

Normal Flow:
1. The employee has identified the software systems engineering
skills he or she is interested in to conduct self-evaluation.
2. The employee conducts a self-evaluation against each activity
in the skills of interest.
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3. The employee identifies his or her current competencies.
4. The employee uses the Individual Gap Analysis Worksheet to
document his or her competencies for the selected skills.

Post Conditions:
1. The employee has a good understanding of his or her current
competency levels.
2. The employee has a good understanding of activities to be
improved to reach the desired competency levels for those
activities.

USE CASE #3:
Manager Using SWECOM for Evaluation and Improvement
Planning for Team Member

Goal: A technical manager will use SWECOM and the Staffing Gap
Analysis worksheet to evaluate a member of his or her team and/
or develop an improvement plan for the team member.

Actor: A technical manager

Preconditions and Assumptions:
1. The team member to be evaluated or guided has been identified.
2. The team member’s areas of expertise or his or her roles and
responsibilities in the team have been identified.
3. The manager has access to and familiarity with SWECOM and
the Staffing Gap Analysis worksheet.

Trigger: The manager has identified the need to assess the team
member’s competencies and/or develop an improvement plan to
guide him or her in advancement.

Normal Flow:
1. The manager has identified skill areas that apply to the team
member’s present and future roles and responsibilities.
2. The result of the gap analysis will be used as part of the team
member’s evaluation and preparation of an improvement plan.
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Post Conditions:

1. The manager has completed the evaluation of the team member.

2. The manager and team member have met to discuss the man-
ager’s evaluation of the team member’s present competencies
and competencies needed in the future.

3. The team member has a good understanding of what he or she
needs to improve in order to eliminate the existing gap between
his or her present competencies and desired competencies.

USE CASE #4:

Curriculum Designer Using SWECOM to Prepare a Compe-
tency-Based Curriculum

Goal: A curriculum designer will use SWECOM to prepare an aca-
demic or training curriculum for one or more of the SWECOM skills
or skill areas to achieve the desired level of competency for each
skill or skill area.

Primary Actor: A curriculum designer

Secondary Actor: A sponsoring academic or industrial
organization

Preconditions and Assumptions:
1. The skill area (or areas) and the level (or levels) of competency
to be achieved have been identified.
2. The curriculum designer has access to and familiarity with SWE-
COM and the Staffing or Individual Gap Analysis worksheet.

Trigger: An academic or industrial organization has identified

the need to improve the identified competencies of students or
employees and has commissioned a curriculum designer to pre-
pare a competency-based curriculum for one or more skills or skill
areas at a stated level (or levels) of competency to be achieved.
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Normal Flow:

1. The curriculum designer conducts a gap analysis to determine
the skills that candidate students or employees currently have,
the learning outcomes to be achieved and demonstrated, and
the gap to be closed by education and/or training.

2. The curriculum designer prepares the curriculum, including
topics to be covered, reference materials, facilities needed, and
the learning outcomes to be demonstrated.

3. The curriculum designer presents the curriculum to the aca-
demic or industrial organization and makes requested changes.

Post Conditions:

1. The curriculum designer has completed preparation of the
desired curriculum.

2. The academic or industrial organization has reviewed and
approved the curriculum, perhaps after requested revisions are
made by the curriculum designer.

3. The resultant curriculum is suitable as a basis for designing
courses, preparing materials, and acquiring necessary facilities
and resources.






27. APPENDIX D:
GAP ANALYSIS WORKSHEETS

Staffing Gap Analysis Worksheet

Date Completed: [xxx]

Organizational Unit: [xxx]

Completed by: [names and titles of those completing the worksheet]

Competencies (from Tables A and B of the SWECOM Skill Areas)

Skills Have Need

Gap

Software Requirements Skills

Software Requirements Elicitation

Software Requirements Analysis

Software Requirements Specification

Software Requirements Verification and Validation

Software Requirements Process and Product
Management

Software Design Skills

Software Design Fundamentals

Software Design Strategies and Methods

Software Architectural Design

Software Design Quality Analysis and Evaluation

Software Construction Skills

Software Construction Planning

Note: Analysis may be at the level of skill area or skill

Note: Have, Need, and Gap indicate the number of individuals and the
competency level
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Staffing Gap Analysis Worksheet

Date Completed: [xxXx]

Organizational Unit: [xxx]

Completed by: [names and titles of those completing the worksheet]

Competencies (from Tables A and B of the SWECOM Skill Areas)

Skills

Have

Need

Gap

Managing Software Construction

Detailed Design and Coding

Debugging and Testing

Integrating and Collaborating

Software Testing Skills

Software Test Planning

Software Testing Infrastructure

Software Testing Techniques

Software Testing Measurement and Defect
Tracking

Software Sustainment Skills

Software Transition

Software Support

Software Maintenance

Software Process and Life Cycle Skills

Software Development Life Cycle Implementation

Process Definition and Tailoring

Process Implementation and Management

Process Assessment and Improvement

Software Systems Engineering Skills

System Development Life Cycle Modeling

Concept Definition

System Requirements Engineering

System Design

Requirements Allocation

Component Engineering

System Integration and Verification

Note: Analysis may be at the level of skill area or skill

Note: Have, Need, and Gap indicate the number of individuals and the

competency level
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Staffing Gap Analysis Worksheet

Date Completed: [xxXx]

Organizational Unit: [xxx]

Completed by: [names and titles of those completing the worksheet]

Competencies (from Tables A and B of the SWECOM Skill Areas)

Skills

Have

Need

Gap

System Validation and Deployment

System Sustainment Planning

Software Quality Skills

Software Quality Management (SQM)

Reviews

Audits

Statistical Control

Software Security Skills

Requirements

Design

Construction

Testing

Process

Quality

Software Safety Skills

Requirements

Design

Construction

Testing

Process

Quality

Software Configuration Management Skills

Plan SCM

Conduct SCM

Manage Software Releases

Software Measurement Skills

Plan Measurement Process

Note: Analysis may be at the level of skill area or skill

Note: Have, Need, and Gap indicate the number of individuals and the

competency level
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Staffing Gap Analysis Worksheet

Date Completed: [xxx]

Organizational Unit: [xxx]

Completed by: [names and titles of those completing the worksheet]

Competencies (from Tables A and B of the SWECOM Skill Areas)

Skills Have Need Gap

Perform Measurement Process

Human-Computer Interaction Skills

Requirements

Interaction Style Design

Visual Design

Usability Testing and Evaluation

Accessibility

Note: Analysis may be at the level of skill area or skill

Note: Have, Need, and Gap indicate the number of individuals and the
competency level
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Individual Gap Analysis Worksheet

Date Completed: [xxXx]

Gap Analysis for: [name of individual]

Names and Titles of Other Participants: [xxx]

Competencies (from Tables A and B of the SWECOM Skill Areas)

Skills Have Need Gap

Software Requirements Skills

Software Requirements Elicitation

Software Requirements Analysis

Software Requirements Specification

Software Requirements Verification and Validation

Software Requirement Process and Product
Management

Software Design Skills

Software Design Fundamentals

Software Design Strategies and Methods

Software Architectural Design

Software Design Quality Analysis and Evaluation

Software Construction Skills

Software Construction Planning

Managing Software Construction

Detailed Design and Coding

Debugging and Testing

Integrating and Collaborating

Software Testing Skills

Software Test Planning

Software Testing Infrastructure

Software Testing Techniques

Software Testing Measurement and Defect
Tracking

Software Sustainment Skills

Software Transition

Note: Have indicates that competencies for all activities for a skill at the
indicated level have been demonstrated (e.g., L2); Gap indicates the difference

Note: Need includes the activity numbers for which competency must be
demonstrated to advance to the next level for that skill (e.g., L3: A2, A5, or
perhaps L3: all)
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Individual Gap Analysis Worksheet

Date Completed: [xxXx]

Gap Analysis for: [name of individual]

Names and Titles of Other Participants: [xxx]

Competencies (from Tables A and B of the SWECOM Skill Areas)

Skills Have Need Gap

Software Support

Software Maintenance

Software Process and Life Cycle Skills

Software Development Life Cycle Implementation

Process Definition and Tailoring

Process Implementation and Management

Process Assessment and Improvement

Software Systems Engineering Skills

System Development Life Cycle Modeling

Concept Definition

System Requirements Engineering

System Design

Requirements Allocation

Component Engineering

System Integration and Verification

System Validation and Deployment

System Sustainment Planning

Software Quality Skills

Software Quality Management (SQM)

Reviews

Audits

Statistical Control

Software Security Skills

Requirements

Design

Note: Have indicates that competencies for all activities for a skill at the
indicated level have been demonstrated (e.g., L2); Gap indicates the difference

Note: Need includes the activity numbers for which competency must be
demonstrated to advance to the next level for that skill (e.g., L3: A2, A5, or
perhaps L3: all)
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Individual Gap Analysis Worksheet

Date Completed: [xxXx]

Gap Analysis for: [name of individual]

Names and Titles of Other Participants: [xxx]

Competencies (from Tables A and B of the SWECOM Skill Areas)

Skills Have Need Gap

Construction

Testing

Process

Quality

Software Safety Skills

Requirements

Design

Construction

Testing

Process

Quality

Software Configuration Management Skills

Plan SCM

Conduct SCM

Manage Software Releases

Software Measurement Skills

Plan Measurement Process

Perform Measurement Process

Human-Computer Interaction Skills

Requirements

Interaction Style Design

Visual Design

Usability Testing and Evaluation

Accessibility

Note: Have indicates that competencies for all activities for a skill at the
indicated level have been demonstrated (e.g., L2); Gap indicates the difference

Note: Need includes the activity numbers for which competency must be
demonstrated to advance to the next level for that skill (e.g., L3: A2, A5, or
perhaps L3: all)
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